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From: mt TNF�TJRi&#39;1lA&#39;i"TIJiI FFJITUITTIFTJ
b6 To� HEWEIIJ  UNCLASEIFIEE

~ II IZbi!�: Date: Thu� Jun 13�    DATE 1;��19�2I]]a Bf ij4l73/[JHM LP CNS
Subject: Re: Issues for the Director&#39;s upcoming testimony

r your request

b5

lob

bi�:

4! The Patriot Act Section 207,  after the initial 120 day order!_, allows search warrants against

b5

Had I had more time, I would have provided additional comments but l hope my theme is fairly
clear. Y

SSA l F16
mu

>>l:bs/12 - AM >>>
Good morning evewone. as kind enough to allow me to use her computer to reach out to all of
you. My name  l work at the Of�ce of Public and Congressional Affairs  OPCA!. Part of b6
my duties is to gather information for the Director, so that-he may be prepared when he testifies at Capitol km;
Hill. The Director is going to the Hill on Tuesday �/18/O2!. V &#39;
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i &#39;  b7?!

From:
To:
Date: 8/16 D 10:15AM
Subject: Re: Request for Assistance from the CDCs

~l5l
No other provisions nave been usefH1an
>> 08/15 12:02 PM
Good morning: Attached is a communication that was sent to you on August 1, 2002, requesting your
assistance in obtaining information regarding the Patriot Act in response to a request from Senators
Feinstein, Leahy and Kyl for a brie�ng of their staffers. in particular. the questions posed are how many
times have we have used the tools provided by the Patriot Act and if the tools need re�nement/tweaking
 the tools are listed in the attachment!. The brie�ng is scheduled for August 20. We requested
responses by August 14, 2002. so as to give us adequate time to prepare. As of today we have not
received responses from you. I know you are extremely busy but it is imperative that we obtain
information to respond to the 2 questions posed by the Senators. Congress has speci�cally requested
this information and it is important that we be as comprehensive and accurate as possible in our
response. Plus, this is an opportunity to attempt to obtain revisions. if necessary, to better the tools. We
need to provide them with statistics and examples to accomplish this.

Please respond to this request by COB tomorrow. Thank y
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Re: Request for Assistance from the CDCs Page 1

. , �i5il&#39;1�~.&#39;l�F!: 19-"ta-:.-,nn.. &#39;
t_�l_.Ak¢£;lJ.l:�_.l5lJ 5&#39;! 651?9/lJt~1t:_i"&#39;l..k&#39;_-"Klimt;
REASON: 1.4 QC!
DECL.F~.."J:&#39;JIF�.c� on: 1; 11.; stew

ALL INF ORTIRT I ON CCN�IX92I1�»]E D
HEREIN IE1 �II-1CLAFjE�IFIE1Ii E§1{CEE"T
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SEQEIET

Fromzby/C
To:
Date: 1
Subject: Re: Request for Assistance from the CDCs

lwas on vacation and out of office. Received this on Tuesday. � �

Hope this helps. An u to p me Friday  | will be doing legal instruction for bg
several squads i

ii? if/5�

>>l:|18/1512102 PM  ~
Good morning: Attached is a communication that was sent to you on August 1, 2002. requesting your
assistance in obtaining information regarding the Patriot Act in response to a request from Senators
Feinstein, Leahy and Kyl for a brie�ng of their staffers. ln particular, the questions posed are how many
times have we have used the tools provided by the Patriot Act and if the tools need re�nement/tweaking
 the tools are listed in the attachment!. The brie�ng is scheduled for August 20. We requested
responses by August 14, 2002, so as to give us adequate time to prepare. As of today we have not
received responses from you. I know you are extremely busy out it is imperative that we obtain
information to respond to the 2 questions posed by the Senators. Congress has speci�cally requested
this information and it is important that we be as comprehensive and accurate as possible in our
response. Plus, this is an opportunity to attempt to obtain revisions. if necessary. to better the tools. We
need to provide them with statistics and examples to accomplish this.

Please respond to this request by COB tomorrow. Thank you:
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DATE: lZ�l3�2]U5
CLRSSIFIED EY 55lT9DMH/LPCWC
REESOH: 1.3 ii,
DECLASSIFY ON: lZ�l§�2D3D
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b2 b7E

From:
0:
Date: 8/16 02 5:03PM
Subject: Re: Request for Assistance from the CDCs

>> B/15 11:.02 AM >>>
Good morning: Attached is a communication that was sent to you on August 1, 2002, requesting your
assistance in obtaining information regarding the Patriot Act in response to a request from Senators
Feinstein, Leahy and Kyl for a brie�ng of their staffers. ln particular, the questions posed are how many
times have we have used the tools provided by the Patriot Act and if the tools need re�nement/tweaking
 the tools are listed-in the attachment!. The brie�ng is scheduled for August 20. We requested
responses by August 14, 2002, so as to give us adequate time to prepare. As of today we have not
received responses from you. l know you are extremely busy but it is imperative that we obtain
information to respond to the 2 questions posed by the Senators. Congress has specifically requested
this information and it is important that we be as comprehensive and accurate as possible in our
response. Plus, this is an opportunity to attempt to obtain revisions, if necessary, to better the tools. We
need to provide them with statistics and examples to accomplish this.

Please respond to this request by COB tomorrow. Thank you. I

l

».---Q

,

b /C



|§B�§Yl¬�¬9lii?§Y"i*Z.?l§¬i¬�%"éEFI9F" t5&#39;?¢i?&#39;§§,;fI�lI�.., ..,;.. .. t_t&#39;T&#39;T1L_,, fTI:I;ITfff§IT§1ffI�lIiITf&#39;TfE5§é I

ALL INEORMATICH CONTAINED
HEREIN IS UNCLASSIFIED EXCEPT
WHERE SHOWN UTEEHWLBE

DATE: l2�l9�2UU5
CLASSIEIED BY 65175/D��f
REASON: 1.4  C!
DECLAEEIFY ON: l2�l9�2E3

SE

LP

@>i

D2

b7

be

b7

t

P

E

C

b6

CNC

ET

D/C b2 b7E
From: b6
T0: mt:
Date: B/15/O2 5:29PM
Subject: Re: Request for Assistance from the CDCs

>>>| |os/15/02 12:02PM >>> &#39;
Good morning: Attached is a communication that was sent to you on August 1. 2002. requesting your
assistance in obtaining information regarding the Patriot Act in response to a request from Senators
Feinstein, Leahy and Kyi for a brie�ng of their staffers. in particular, the questions posed are how many
times have we have used the tools provided by the Patriot Act and if the tools need re�nement/tweaking
 the tools are listed in the attachment!. The brie�ng is scheduled for August 20, We requested
responses by August 14, 2002, so as to give us adequate time to prepare. As of today we have not
received responses from your I know you are extremely busy but it is imperative that we obtain
information to respond to the 2 questions posed by the Senators. Congress has speci�cally requested
this information and it is important that we be as comprehensive and accurate as possible in our
response. Plus, this is an opportunity to attempt to obtain revisions, if necessary, to better the tools. We
need to provide them with statistics and examples to accomplish this.

Please respond to this request by COB tomorrow. Thank you. 2 bf
I 13�/C

CC:
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b5

DATE: 12�19�2EE5
ifI.�.i�1i�1Ik�It~ItI HY 55i7Q_.-&#39;nim/1.1»/trim:
P.E11.!&#39;:1CiI&#39;-I: 1.4 iii�!
DECLASSIFY ON: 12-19- ._
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SI§�lj�ET_

&#39; b2
D6 &#39;

V we
From: b / �33
To:
Date: 8/15/02 3:36PM
Subject: Re: Request for Assistance from the CDCs

Hi D6 mic

I am currently TDY in the National Pre Of� e this week and at least next as well. I will stop to say hello� so be prepared to hide! Thank  b6 WC _
>>i:|@8/15 1102 PM  &#39; -
Good morning: Attached is a communication that was sent to you on August 1, 2002, requesting your
assistancein obtaining information regarding the Patriot Act in response to a request from Senators
Feinstein, Leahy and Kyi for a brie�ng of their staffers. In particular, the questions posed are how many
times have we have used the tools provided by the Patriot Act and if the tools need refinement/tweaking
 the tools are listed in the attachment!. The brie�ng is scheduled for August 20. We requested »
responses by August 14, 2002, so as to give us adequate time to prepare. As of today we have not
received responses from you. I know you are extremely busy but it is imperative that we obtain
information to respond to the 2 questions posed by the Senators. Congress has speci�cally requested
this information and it is important that we be as comprehensive and accurate as possible in our
response. Plus. this is an opportunity to attempt to obtain revisions. if necessary, to better the tools. We
need to provide them with statistics and examples to accomplish this.

Piease respond to this request by COB tomorrow. Thank y
I L» &#39;7 =1CC: I
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From: b&#39;/
To:
Date: 8/19/O2 11:27AM
Subject: Re: Request for Assistance from the CDCs

1�;-2

L-YE

b� b7C >>>| *8/15 12:02 PM >>> &#39; -
Good morning: Attached is a communication that was sent to you on August 1, 2002, requesting your
assistance in obtaining information regarding the Patriot Act in response to a request from Senators
Feinstein, Leahy and Kyl tor a brie�ng of their staffers. ln particular, the questions posed are how many
tirnes have we have used the tools provided by the Patriot Act and if the tools need re�nementltweaking
 the tools are listed in the attachment!. The brie�ng is scheduled for August 20. We requested
responses by August 14, 2002, so as to give us adequate time to prepare. As of today we have not
received responses from you. I know you are extremely busy but it is imperative that we obtain
information to respond to the 2 questions posed by the Senators. Congress has speci�cally requested
this information and it is important that we be as comprehensive and accurate as possible in our
response. Plus, this is an opportunity to attempt to obtain revisions, if necessary, to better the tools. We
need to provide them with statistics and examples to accomplish this.

Please respond to this request by COB tomorrow. Thank you: b6
bi/C
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b6 b2

ALT. Ti�-IFUF-N.P92�i�TF!l92i £�TON�i�.P92TI92iFID Fl&#39;0I&#39;I1Ib7C b7]
HEREIN IQ T.TI&#39;-ICLHSFJIFIED T02
DATE 12 19 2035  55  dtriki/&#39;lp/�aim Date: 8/16/02 4:04PM

� ~ Subject: Request for CDC Assistance re: Patriot Act statistics

DearP  urr es anvas ed its Counterterrorisms uads to rovide informationy e u s q p b2
regarding the following two questions:

&#39; bi�?
1! How many times have the squads used the tools provided by the Patriot Act

2! Do the Patriot Act tools need re�nement/tweaking

The response regarding Question #1: ,
-Squads made extensive use of the expanded ability to share criminal investigative information under

Section 203 d! to enhance liason with local, state, and -other federal agencies. The willingness of
agencies to participate in Joint Terrorism Task Forces was greatly aided by the ability to share
information.

-Squads used Section 214 with the changed standard of "relevance to an ongoing investigation" to
obtain pen register and trap and trace orders more readily. , .

The response regarding Question #2:

-The squads do not have any input to add at this time..

b�i�C
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SE ET

TIHC
U5�C&#39;92.~��Llt3�¢lbiljihieniir�ponse to  ,

PC�

la 5 D 2

ti &#39;7 C
From:
To:
Date:
Subject:

bi"/E

8/15/O2 12:33PM
Re: Request for Assistance from the CDCs

>> I15 12:02 PM >>> r
Good moming: Attached is a communication that was sent to you on August 1, 2002, requesting your
assistance in obtaining information regarding the Patriot Act in response to a request from Senators
Feinstein, Leahy and Kyl for a brie�ng of their staffers. In particular, the questions posed are how many
times have we have used the tools provided by the Patriot Act and if the tools need re�nement/tweaking
 the tools are listed in the attachment!. The brie�ng is scheduled for August 20. We requested
responses by August 14, 2002, so as to give us adequate time to prepare. As of today we have not
received responses from you. l know you are extremely busy but it is imperative that we obtain _
information to respond to the 2 questions posed by the Senators. Congress has specifically requested
this information and it is important that we be as comprehensive and accurate as possible in our
response. Plus. this is an opportunity to attempt to obtain revisions, if necessary, to better the tools. We
need to provide them with statistics and examples to accomplish this. �

Please respond to this request by COB tomorrow. Thank you. Q
b&#39;§�C
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B§fM7i§§i?53!F99l°§7§§°?f.L - * .::. &#39;ii;::..;i:;"":&#39; :1" �  " � Paéi�

Date 8/12/O2 3 39PM "
Sublect Re Message to all CD05/ADCs

h�

b2
>>> 8/01 9 06 AM >>>

Please forward the attached to all CDCslADCs Thanks : &#39;!
}~37kl
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/ M
From: hp/C bm
To:
Date: 8/16/02 5:18PM
Subject: Re: Request for Assistance from the CDCs

|:| V
r r the delay in responding, I don&#39;t recall receiving the Augus 1 - &#39; l�v u ried th

upervisors and alt have responded negatively. That is, th has not takenwe - - » -

b6

}b6

bp/C

advantage of the provisions of the Patriot Act yet All Supervisors recognize e impo ance of these
provisions and will not hesitate to take advantage when the need arises:

> O8/15/02 12:02PM >>>
Good morning: Attached is a communication that was sent to you on August 1, 2002. requesting your
assistance in obtaining information regarding the Patriot Act in response to a request from Senators
F einstein, Leahy and Kyl for a brie�ng of their staffers. in particular, the questions posed are how many
times have we have used the tools provided by the Patriot Act and if the tools need refinement/tweaking
 the toois are listed in the attachment!. The brie�ng is scheduled for August 20. We requested
responses by August 14, 2002, so as to give us adequate time to prepare. As of today we have not
received responses from you. l know you are extremely busy but it is imperative that we obtain
information to respond to the 2 questions posed by the Senators. Congress has speci�cally requested
this information and it is important that we be as comprehensive and accurate as possible in our
response. Plus, this is an opportunity to attempt to obtain revisions, if necessary, to better the tools. We
need to provide them with statistics and examples to accomplish this.

Please respond to this request by COB tomorrow. Thank y
- la�/Q
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From.
To:
Date: 8/15/02 4:48PM
Subject: Re: Message to all CDCs/ADCs.

Fhanks,
Iil

1:>;~.1"z; 12-19-200,5 » 8/O131°6AM�» _ ,
ems S I E ED BY 65 17 9 1, m,,:__,.- LP, cm Please forward the attached to all CDCs/ADCs. Tnam<s|:| b @
REASON: 1.4 {C} � bqc
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b2
b6

FI"OlT92Ib7
To:
Date: :
Subject: Re: Request for Assistance from the CDCs

|:| V M
Sorry for the delayed repsonse. We were having trouble getting a response from the squads that make
use of these provisions of the Patriot Act, but for what it is worth, here is what we �nally got.

lC=7liI
C

The most helpful provisions of the Act and the ones used most regularly are the nationwide execution of
search warrants and the ability to use the same 2703 d! order for multiple companies. The squad could
not provide an exact number but said the ability to serve the same court order on multiple companies is
used almost every time they serve an order because it is normal to �nd the first company served is not in
fact the ultimate service provider. &#39; V

Both CT squads were of the opinion the most useful addition would be administrative subpoena authority
in both computer crime cases and for phone records in terrorism cases at a minimum.
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used post Patriot Act:

Subject:

2| hope the following information is helpful re ardin the "tools" th has

r :
b2

b�/Fl

5&#39;5

� bl

b2

l hope this is what your looking for! Let me know if you need additional information. Thanksm:

{>6 >>1:|oa/1a 3:26 PM >>>
bk/C
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b7C
From: cDc| _|
Subject: SAC&#39;s Conference

As we discussed, I&#39;m providinq_you this informatigg_for the
comm SAPS con�erense» I b "7,

b .:

Enclosed are the followlng which provide examples to help you
make your case:

Enclosure 1: My memo to OPCA, dated 6/14/2002. The memo sets
out ten changes that would greatly improve matters.
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Subject: Issues for the Director&#39;s Upcoming Testimony
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REASON:
DECLASS
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M _ a biC
4~l_~1�a.l]l]5 _ _ _ Date: :1. .,.,y
IED BY @5175 DMHfLPfCWC

b2

From: -
To: ALL INFORMATION CONTAINED

HEREIN IS UHCLASSIFIEB EXCEPT
Subject: Brie�ng on the Patriot Act =»-IHEH-H W-*i-1I~1 @&#39;1&#39;HE1<l~M S11

1.4 {C l].5�C92-��lIIB¢}5!
IE�!? ON: lE~l¢1�E!lIl3iJ. I

bl

b2

b6

b",/�C

b&#39;7E

L�,

l

S ET

EH

in my ever vigilant attempt to be responsive to inquiries on the Patriot Act, I have been tracking its usage
and asking questions as best I can. The following is a summary of how we have used the Act and where
tweaking is needed.

Usaog -

| is:
*IIE&#39;il

Tweaking -

l&#39;>7"

Hope this helps. �
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DATE: 12-14-2065 "
CLASSIFIED BY 55l?9 DNH ;LPfCwc
REASON: 1.4 � U5�cv�U84E!

�" �Q; �i :5: ;- &#39;��FQ7 From:Uh�LAHHlkr U1 1! lé 4j�L To_ ALL lNEUHMATlUH CUHTALNEU
&#39; HEREIN IS UNCLASSIFIED EZZEQTDate: : &#39; &#39; I - V mH1~�l<l<� wralrlr-1 r»&#39;!�Hi~&#39;w|i|i&#39;�i~&#39;

Subject: Re: Request for CDC assistance &#39; &#39;

Sorry for deletin mail ll! Here&#39;s the relevant information. l did not see from your email in what
format you wanted this but here it is in a nut shell  I can reformat it and provide greater detail if you need

bl it!:

b2

b6 V S :|
bvc

>> 8/14 5:07 PM >>>s iscusse , see attached. Thanks
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ALL INF LJRFI,-RT I UN L.L.i1�{i&#39;I�A_I"IE D
Htzit-{t:Zl.I92| L15 U[&#39;~1LIJ.iAl5l5_.i:�_.iili.L t:Z2<l[_Tt:Zk"l�
IIJHEHE 5i&#39;iIl_1li92l192i _Il_1�_l�!&#39;ilL&#39;!*{litl_SlL&#39; S

SE

b2

ET b&#39;7E _ _ -
Ffgmj DATE: tz-A4-zuus

L�, ,1-0; CLASSIFIED BY oslw DI-KIHJLP.-"ci;Jc
&#39;° 92 Date; ~_ REASI&#39;31�-It ;.4 {Q U5�-c"-it-@845}

b&#39;iC Subject: Re: Request for Assistance from the CDCs 13&#39;E-�lL~"*~FJFJIPY &#39;31�I= 13-14-3935

b ii.
A i Si

The overall perception about the changes in the Patriot Act:
K17

D5

&#39;

b5

>> a/15/02 09:02AM >>> m FPFY
� Good morning: Attached is a communication mat was sent to you on August 1, 2002, requesting your

assistance in obtaining information regarding the Patriot Act in response to a request from Senators
Feinstein, Leahy and Kyl for a brie�ng of their staffers. In particular, the questions posed are how many
times have we have used the tools provided by the Patriot Act and if the tools need re�nement/tweaking
 the tools are tisted in the attachment!. The brie�ng is scheduled for August 20. We requested
responses by August 14, 2002, so as to give us adequate time to prepare. As of today we have not
received responses from you. I know you are extremely busy but it is imperative that we obtain
information to respond to the 2 questions posed by the Senators. Congress has speci�cally requested
this information and it is important that we be as comprehensive and accurate as possible in our
response. Plus, this is an opportunity to attempt to obtain revisions, if necessary, to better the tooisi "We
need to provide them with statistics and examples to accomplish this.

Please respond to this request by COB tomorrow. Thank you: bx b�7<>4
__;»-._

�
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ALL 5NFORNATTON COMTATMQD b6
HEREIN IS UNCLASSIFIED
DATE l§�l9�ZUU5 BY 65l73DMHfLPFIWC

92

1

U5�QV�US%5 bvc .
From:
To:
Date: 3

_ Subject: Patriot Act response

1! NSD-2 is using the increased NSL authority to obtain and identify subscribers of phone numbers in
touch with our FFI subjects this is a great enhancement of our FCl cases; we have not had occasion to
use 202, 203 206, 207, 209, 210, 211, 212, 213, 214, 217, 218, 219, 220. For 216 we have trap/trace
authority now on 0 &#39; &#39; &#39;
is that we can only

Iii For we have not yet come across a need&#39;tor it, alfhough one or our current cases may
5,7 be our �rst attempt to use it  separately l sent you a question which will impact our decision to use it, so it

4 may be an issue for others---i.e. the security of using it.!

2! it seems that basic investigation such as obtaining business records, which can be done with admin
subpoenas in criminal cases, is made unnecessarily cumbersome when requiring a probable cause FlSA
standard for CI/CT basic investigation. Not only that, but making the request something other than an
administrative subpoena, only heightens its profile to the receiving company, who then knows that it is not
a routine criminal investigation. .

be Pals your �rst name misspelled in e-mail address r in LA directory I:
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b7C
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LI.-¢92.&#39;l&#39;i:I l_2�l9-§;&#39;Il[lEw BY 9255lT§,-"l_11�lH/LP/�Cb-JC

i;

b&#39;7C
Fr_....

To:
Date: 8 1 02 6:20P
Subject: Fwd: Re: PATRIOT ACT FEEDBACK

1! How are we using the tools provided by the Patriot Act?

2! Do these toois require further re�nement/tweaking and how?

Ice

Pager
Nextel

b6

b7C
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HEREIN IE UNCLASSIFIED
DATE 12  ZEUS BY 65179,-"DP-III/&#39;LE�/CUJC

� I From:
b5 To:

Date: 8/15/02 7:39PMDY� CI Subject: Patriot Act Feedback

b2

b /1

b5 We have not have used any of the other provisions of the Act.

If you need more, or clari�cation...let me kno  b6
� b7;

-_ -_n
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P-�LL II-IE� ORFIAT I ON CONTAI NE D
HEREIN IS ill"-IIZLIZSSIFIED
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I

b6

From:
To:
Date:
Subject:

B/15/02 8:51 PM&#39;
Patriot Act Response

Section 210 updated section 2703�! and expanded the narrow list of records that we could obtain with a
subpoena. The new subsection 2703 c!�! includes "records of session times and durations," as well as
"any temporarily assigned network address." In the Internet context, such records include the lnternet
Protocol  IP! address assigned by the provider to the customer or subscriber for a particular session, as
weil as the remote lP address from vi/nich a customer connects to the provider. This capability has greatly
increase our ability to rapidly identify computer criminals and trace their Internet connections.

The section also clari�es the we can use a subpoena to obtain the "means and source of payment" that a
customer uses to pay for his or her account with a communications provider, "including any credit card or
bank account number." This had been a problem in the past and is particularly valuable in identifying the
users of Internet services where a company does not verify its users� biographical information.

Thanks,

 voice!
 fax! }__ ,/, mobile! . " T
 Pager! b

b&#39;7C
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EEREI-I"J Is UNCLASSIFIED EXCEPT hm; " F&#39;.E.-*1.E2I3I&#39;»I: 1.4  C EJ5�cv�U845;1
BYHERE SI-ICJTrJI&#39;~I OTHERWISE From DECLASSIFY 01--1: 12-14-2530

Date: 8/15/02 7:44PM
Subject: patriot act feedback

lh -1 I �I sent the info towWe 0&#39;13 not use any ofThe provisions in Counterintelligence cases. I&#39;d like more info regarding the Title � |: S :|
b6 50 changes or enhancements for future reference. Couidn�t �nd any documentation here.

Please call if you need more information or clari�cation.
W |:l
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Frum: WHERE sjqorm CIH
To:
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FRO" : I   FQX M1 ; Plug. 16 22@2 12:37PM P3

ME

Investigative tools uncle: Title 2 of the Patriot Act: �

2! Enhanced Surveillange Proccdurcs, Section 203 d!, Authority to sham criminal investigative
&#39; &#39; 50 U.S.C. 85-Ola! *

This is the �rst time the Patiiot Act has bcén used in an investigation O d time will be
necded to evaluate the results of the Act. bm &#39;

- b"/�E
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b2  �lesponses to Patriot Act Questionnaire
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b2 1275

To:
Date: 8/15/0212Z15PM &#39;

�l9�2EI3EI b7 ;

Subject: Re: Request for Assistance from the CDCs

> 8/1511:02AM .
Goo morning: ached is a communication that was sent to you on August 1, 2002, requesting your
assistance in obtaining information regarding the Patriot Act in response to a request from Senators
Feinstein, Leahy and Kyi for a brie�ng of their staffers. in particular, the questions posed are how many
times have we have used the tools provided by the Patriot Act and if the tools need re�nement/tweaking
 the tools are listed in the attachment!. The brie�ng is scheduled for August 20. We requested
responses by August 14, 2002. so as to give us adequate time to prepare. As of today we have not
received responses from you. I know you are extremely busy but it is imperative that we obtain
information to respond to the 2 questions posed by the Senators. Congress has speci�cally requested
this information and it is important that we be as comprehensive and accurate as possible in our
response. Plus, this is an opportunity to attempt to obtain revisions, if necessary, to better the tools. We
need to provide them with statistics and examples to accomplish this.

Please respond to this request by COB tomorrow. Thank you. 3

cc; » � I b6
mt
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From: his 5753
To:
Date: 8/1 /O2 10:59AM
Subject: Re Patriot Act tools

Regarding #11 on your list canvassing on use of the Patriot Act tools. which allows us to get a court
order for certain business records for foreign intelligence purposes, I had tried to check a couple weeks
ago if NSLU or OGC had produced a sample court order  kind of like they did with the NSL letters!, but
couldn&#39;t �nd one. It looks like the new provision allows us to go to certain Magistratejudges to obtain this
order, but l�m not sure if authority has been delegated to SACs- i guess if SACs don&#39;t have the authority to
seek this kind of court order, than the �eld doesn�t need a sample. This is just a question and doesn�t
involve any tweaking of the provision. Thanks! - - "

ALT. TNF�O?i&#39;"&#39;lA&#39;TT.FJT&#39;~Il ff.FJi"~ll&#39;T�ATi�~Ili-�.i&#39;1
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bi? 17:2
From: 1:?/C b75
To:
Date: &#39; 8/14/02 7:00PM
Subject: Re: Message to all CDCs/ADCs

bi survey produced negative results.
b7"E

b6

b-/C >>i| I08/01 8:06 AM >>> 1P$ease forward the attaghed to an CDCs/ADCs. Thanks.|:| O6
b7C
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From:

Date: �
Subject: b N� Re: -Request for Assistance from the CDCs

Ur? §ZZD asked me to reply to your email today. After speaking with supervisors
"I and agents assigne to our ree terrorism squads in Newark, it seems that the PATRIOT Act has had

bi; only a light impact on terrorism investigations here_

C Agents have found the following to be bene�cial:

Other than these bene�ts. aoents have not exoerienced any difference in the wav thev are conducting
investigations� I

b5
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lf you need any further information, or ifl can help in any way, let me know.

b j_ Tha

b719,:
he >>=|:|os/15 12:02 PM >>>
i &#39; Good morning: Attached is a communication that was sent to you on August 1, 2002, requesting your
to"/� assistance in obtaining information regarding the Patriot Act in response to a request from Senators

Feinstein, Leahy and Ky! for a brie�ng of their staffers. in particular, the questionsposed are how many
times have we have used the tools provided by the Patriot Act and if the toots need re�nement/tweaking
 the tools are listed in the attachment!. The brie�ng is scheduled for August 20. We requested
responses by August 14, 2002, so as to give us adequate time to prepare. As of today we have not
received responses from you. l know you are extremely busy but it is imperative that we obtain
information to respond to the 2 questions posed by the Senators. Congress has speci�cally requested
this information and it is important that we be as comprehensive and accurate-as possible in our
response. Plus. this is an opportunity to attempt to obtain revisions. if necessary. to better the tools. We
need to provide them with statistics and examples to accomplish this.

Please respond to this request by COB tomorrow. Thank y

b"/C
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�Be: Request forAssistance from the  _3l3Cs�&#39;H " &#39; &#39;  it &#39;_ _   � � H &#39; � " �Pagei

135

bi� &#39; b7&#39;i:l
From:
To:
Date:
Subject:

8/15/02 5:46PM
Re: Request for Assistance from the CDCs

isi

>> 08I15 12:02 PM
Good morning: Attached is a communication that was sent to you on August 1, 2002, requesting your
assistance in obtaining information regarding the Patriot Act in response to a request from Senators
Feinstein, Leahy and Kyl for a brie�ng of their staffers. In particular, the questions posed are how many
times have we have used the tools provided by the Patriot Act and if the tools need re�nement/tweaking
 the tools are listed in the attachment!. The brie�ng is scheduled for August 20. We requested
responses by August 14, 2002, so as to give us adequate time to prepare. As of today we have not
received responses from you. lknow you are extremely busy but it is imperative that we obtain
information to respond to the 2 questions posed by the Senators. Congress has specifically requested
this information and it is important that we be as comprehensive and accurate as possible in our .
response. Plus, this is an opportunity to attempt to obtain revisions, if necessary, to better the tools. We
need to provide them with statistics and examples to accomplish this. -

Please respond to this request by COB tomorrow. Thank you: b6 mg
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ALL TH?�RMATTON UONTATMEU
HEREIN IS UNCLAQQIEIEE EXCEPT
WHERE SHOWN OTHERWISE

b6
_,,, b2b.w

From: b7?-Y
To:
Date: 8/15/02 2:50PM
Subject: Patriot Act

You&#39;re right. We are busy. I hope this is what you needed.

Part 2: Enhanced Surveillance Procedures, Section 203 d!, Authority to share criminal investigative
information �0 U.S.C. Section 401a!:

investigators ll �wave bene�ted from this section during the 192
investigation ofa 288B&#39;case. Previously, we would not have been permitted to share intelligence hm
information gathered during the course of the 2888 investigation. Similary, we would not have received i &#39;
the bene�t from Grand Jury information obtained from the criminal side of the house. This prohibition
would have severely hampered our ability to investigate both the intelligence and criminal cases on our
subject in this very complex case.

We also would have had much more dif�culty in obtaining computers from our subject&#39;s potential
victims because of the prohibition against information sharing. Due to the recent changes, however, we
were able to share information with other Federal law enforcement, intelligence, immigration, national
defense and national security of�cials who can help us in accomplishing our goals.

Part 6: Enhanced Surveillance Procedures, Section 210, Scope of Subpoenas for Electronic Evidence
�8 U.S.C. 2703 c!�!:

1

l
bl

b2

Part 7: Enhance Surveillance Procdures, Section 211, Clarifying the Scope of the Cable Act �7 US. C b"/
551,18 U.S.C.2510.18 U.S.C. 2701, and 18 U.S.C. 312133

Si

ls:
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DATE: 12-19-2005 V
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DATE
CLAS
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b6

b7C

: l?.&#39;�L9�ZUil§
SIFIED BY @5179fDMH/LP/CHC
OH: 1.4 KC!

7 "J f&#39;DECLASSIFE OK: la 1! ZDEU

b l.
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b7E

b 5

L/J2   i
From: &#39; �
TQ; ALL Ii?-IF ORFIAT I ON c 3NT;92:1~tE D

,. �-IDate; 3/19/Q2 2;53PM HEREIN I  L"I&#39;-ICLASSI; IEB PT
Subject: CDC Request re Patriot Act Enhancements "W5 5H@1"11�4 @&#39;l�HE Ml

|:|
I returned today after a prolonged absence. Here is a brief narrative response as to what provisions have
been used in some manner since the passage of the Act. If not listed, the provision has not been
employed yet, to my knowledge. This is less than precise, but it&#39;s something.

Section 203 d! [sharing of info]: _ We have an active JTTF. which includes representatives of lNS and
Customs, and this provision has facilitated the approriate sharing of info. .

Section 210 [scope of subpoenas for electronic evidence]: Our GJ subpoenas commonly incorporate the
new language, and it is of course especially relevant when they are directed to lSPs.

Section 213 ldelaved notice of execution of SW|j = l

Seem� 21   bl  b7l~"l
� Section 216 [title 18 pens]: We have drafted many of the pens, including pens directed to lSPs, and have

incorporated the revisions. Helpful.

As some of our international and domestic case develop, l fully expecmi/ill make use of the other hi
provisions.

|:| be
b�/C
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From:

To:
Date:
Subject:

I Sorry for the late response  everyone seems to be on vacation, including me!. Anyway, nothing

Z
8/19/02 11:08AM
Patriot Act

iff/E

of note here regarding investigative tools under the Patriot Act.

1. We are now seeking a FISA using the extended duration from Section 207. The agents feel the new
time limits are a big help.

_ H
ii�i

Fiope fhis i�lps.
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CLAY-J?-JIE�IED BY l55l&#39;T§D1��IH/LE�/CTITC
REI�.5lII"-II l.¬i  C1
DECLASSIEY OI�-I: 12-19-

Fi. Tl Tl TI�-IE 1&#39;3 RM AT� 7 ON {-5 UN T .192TT&#39;-IE 71

st: �ET
From: in &#39; / ".

Subject: Patriot Act

b7 ;;The following lg response to the questions posed in your August 1, 2002 request for information
1! How are we using the tools provided by the Patriot Act�?

b in92 I AT-L TNF�r�JF11"/TA&#39;T�T.F1&#39;I FTJ ITFTPIFD
To. I-IEF&#39;.EII&#39;»I IS UNCl"92¬¬IE�IEIT EXCEPT
Dake: 8/15/O2 3:04PM WHERE E1HOE&#39;]I&#39;-I OTHEPWI � E

b 1

b1?

b7 E1

1

IIEREIN IS UI-ICLASCIFIED EXCEPT
WHERE SHOWN OT HE PHI SE

5|; ET

2! Do theseltools require further re�nement/tweaking and how?

es not have any suggestions on re�nement or tweaking of the Patriot Act.
|:|
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b7C

b7H
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b7C b7E
HOMI
T6: ALL INFORMATION CONTAINED
Dae: 8H5m21226PM HEREIN IS UNCLASSIFIED EXCEPT
Subject: Re: Request for Assistance from the CDCs 1"  �E 5 3"w""� UT H5 F-"&#39;1 1  E

h� b7C AM A
Good morning: ttached IS a communication that was sent to you on August 1, 2002, requesting your
assistance in obtaining information regarding the Patriot Act in response to a request from Senators
Feinstein, l_eahy and Kyl for a brie�ng of their staffers. ln particular, the questions posed are how many
times have we have used the tools provided by the Patriot Act and if the tools need re�nement/tweaking
 the tools are listed in the attachment!. The brie�ng is scheduled for August 20. We requested
responses by August 14, 2002, so as to give us adequate time to prepare. As of today we have not
received responses from you. I know you are extremely busy but it is imperative that we obtain
information to respond to the 2 questions posed by the Senators. Congress has speci�cally requested
this information and it is important that we be as comprehensive and accurate as possible in our
response. Plus, this is an opportunity to attempt to obtain revisions, if necessary, to better the tools. We
need to provide them with statistics and examples to accomplish this.

b 5 -Please respond to this request by COB tomorrow. Thank youj �
b / &#39;2
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DATE 12-19-2005 BY 551?9xDmH Lpycmc

From�To: �
Date: 8/9/O2 9:20AM

b2

Subject: Re: Fwd: Message to all CDCs/ADCs

After querying all agents, I have  incredibly! no use to repon.

1� / �T Please see attached message from U Please respond directly to:
Thank you.
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b7&#39;El ,

b
From:
To:
Date:
Subject:

Section 207

Section 21

w 1"92.

|:|
8/Q/O2 1:23PM
Patriot Act use

- -b2
Ioriginally reported tha ad no input. Well, that changed. Here it is: DUE
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Instm. TNF�ORT&#39;*�IFt�TTFJT&#39;~I rim-rrmr--mm D� From.
HEREIN  UNCLASSIFIED br/1;; TO,
DATE 12-19-2:305 BY 55179 EIJIH,-"LP,-"CEtTC Date_ 8/19/o211,14AM

bi!

Subject: Patriot Act Provisions i

|:| 4
A quick canvass of our squad shows that we have usedor considered use of the following Sections of the _
Patriot Act as listed in your recent query. - l
ii Section
2! 203 d!
6! 210
7! 21 1
13! 217
16! 220

b6

I teft a message with AUSAI �and wiil update this response if new information is obtained.
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From;
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From: b � C
To:
Date:
Subject:

Section 218

UTE

8/12 D2 8:38PM
Investigative tools under the Patriot Act
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mt: P3

From: b7?�
To:

8 16 O2 1 1 5
Re: Request for Assistance from the CDCs

Date:
Subject:

es for not responding sooner, b ftown and this week we&#39;ve had someCongressional staffers here  including form  But to answer your questions on the
Patriot Act, there are areas that we have used extensively in San Diego and have had a positive impact
on our ability to work CT cases.

Section 203 d! allows for information sharing in counter terrorism cases. rWe have a Joint Terrorism
Task Force and other close direct contacts with various intelligence agencies and state law enforcement
organizations that could not operate without close coordination between the of�cers and agents of these
various groups.

Section 207 has been helpful in extending the time to conduct FISA surveillance.
Section 505 provided for the delegation of National Security Letters authorization to the SAC level. This

has been used extensively in San Diego. »

>>|:|;a/15/02 09:02AM >>> &#39;
Good morning: Attached is a communication that was sent to you on August 1, 2002, requesting your
assistance in obtaining information regarding the Patriot Act in response to a request from Senators
Feinstein, Leahy and Kyl for a brie�ng of their staffers. in particular, the questions posed are how many
times have we have used the tools provided by the Patriot Act and if the tools need refinement/tweaking
 the tools are listed in the attachment!. The brie�ng is scheduled for August 20. We requested
responses by August 14, 2002, so as to give us adequate time to prepare. As of today we have not
received responses from you. l know you are extremely busy but it is imperative that we obtain
information to respond to the 2 questions posed by the Senators. Congress has speci�cally requested
this information and,it is important that we be as comprehensive and accurate as possible in our
response. Plus, this is an opportunity to attempt to obtain revisions, if necessary, to better the tools. We
need to provide them with statistics and examples to accomplish this.

Please respond to this request by COB tomorrow. Thank y  D6
~ kiwi

~ r

-. -a_a
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ALL THFORNATTON UCNTATNRD *~
HEREIN IS UNCLASSIFIED EXCEPT
WHERE SHOHN OTHERWISE

Q/C
From:
To:
Date:
Subject:

3| am apologize, this response IS late. I did not get much in the way of a response from the request
Patriot Act

I sent out to my siipervisors.

b2

DY?
DATE: IZ-

CLASSIFIED
REASON: 1.
DECLAEEIFY

d�£JJJ
EY 551?? DNH Lwcn�:

4  Cf! -
ON: ld�19�2D3U

bl

b2

b7&#39;Fl

, i
Yip

_ i am sorry i1on��&#39;fWk&#39;fn|s was pan|cu _.

5|: ET
__-._

t
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ABE TNFORMATTCN CONTATNRD
HEREIN IS UNCLAEEIFIEC EXCEPT &#39;
WHERE SHOWN OTHERWISE

DATE: 1E�1E��Z[l].5

i5i
b2

t.�-7 iii

CL?-JSFJIEIED BY 55179 DI"§H_-�&#39;LP_-"C§�HC
1&#39;"=&#39;.E!*.5l3I"-II l.*l  C U.5�C"-J"�U5*l.5&#39;J
DECTLAESIE"!i&#39; OI�-I: 12-�I.9�Zl]3l:l

/

Of!

1,>7C

EiEI}tiET

b2

From:
To:
Date:
Subject:

8/16/02 3:23PM
Re: Request for Assistance from the CDCs

>>| lie/15 1:02 PM >>> l &#39;
Good morning: Attached is a communication that was sent to you on August 1, 2002, requesting your
assistance in obtaining information regarding the Patriot Act in response to a request from Senators
Feinstein, Leahy and Kyl for a brie�ng of their staffers. ln particular, the questions posed are how many
times have we have used the tools provided by the Patriot Act and if the tools need refinementltweaking
 the tools are listed in the attachment!. The brie�ng is scheduled for August 20. We requested
responses by August 14, 2002, so as to give us adequate time to prepare. As of today we have not
received responses from you. l know you are extremely busy but it is imperative that we obtain
information to respond to the 2 questions posed by the Senators. Congress has speci�cally requested
this information and it is important that we be as comprehensive and accurate as possible in our
response. Plus, this is an opportunity to attempt to obtain revisions, if necessary, to better the tools. We
need to provide them with statistics and examples to accomplish this.

Please respond to this request by COB tomorrow. Thank youg

l. &#39;-an
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DATE: l2�l9�El]l]5
CLP~.SSIE�IED BY G51??? DZ"IH_-"&#39;LP,-"&#39;Cl&#39;-tTC
REASON: 1.11  Ci
IJECLF=.ESIE�Y ON: lE�l9�Z|Il33

.P92T-T- TNF�t&#39;JRi&#39;�&#39;lA�T�T.FJi"-1 PCT�-IT/ITNFITJ
HEZREZII"-I IS LTNCLAESIFIEE EXCEPT
WHERE SHCJTIJI�-I OTHERWISE

bl

b2

if/T

bb

bf;

b&#39;TC

bl

b2

b&#39;7E

b6

b1-&#39;C

- b2

From:
To:
Date: 8/19/02 :40P
Subject: Re: Request for Assistance from the CDCs .

Ok, although l&#39;d like to have gotten you something a little more polished, in the interest of giving you
something here ooes: ~

isi

Sorry for not getting this to you sooner.

l still want to touch base re my upcoming meeting with the &#39;lI try you later  fair warning!.b6
- b7C

Thanks, G -

>> 8/159:02AMGoo morning: ached is a communication that was sent to you on August 1, 2002, requesting your
assistance in obtaining information regarding the Patriot Act in response to a request from Senators
Feinstein, Leahy and Kyl for a brie�ng of their staffers. In particular, the questions posed are how many
times have we have used the tools provided by the Patriot Act and if the tools need re�nement/tweaking
 the tools are listed in the attachment!. The brie�ng is scheduled for August 20. We reguested
responses by August 14, 2002, so as to give us adequate time to prepare. As of today we have not
received responses from you. I know you are extremely busy but it is imperative that we obtain ~
information to respond to the 2 questions posed by the Senators. Congress has speci�cally requested
this information and it is important that we be as comprehensive and accurate as possible in our
response. Plus, this is an opportunity to attempt to obtain revisions, if necessary, to better the tools. We
need to provide them with statistics and examples to accomplish this.

Please respond to this request by COB tomorrow. Thank y

� siz A
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l_1A&#39;l�ls� J_2�19l2i3 13,5 er 65179 LllI�1}&#39;i.-&#39;l.il:�.-"£_�-ii�iil_�- b7<;

Fron..
To:
Date: 8/ 19/O2 9:15AM
Subject: Re: Request for Assistance from the CDCs .

ha cl was out of the division last week. Recently retired reviously sent out this
request to applicable supervisors, but I did not receive any responses e ore left. I have resubmitted it

h7t�, and will send you any positive information l receive. Thanks.

>=|:|oa/15 12:02 PM >>>
Good morning: Attached is a communication that was sent to you on August 1, 2002, requesting your
assistance in obtaining iniormation regarding the Patriot Act in response to a request from Senators bg
Feinstein. Leahy and Kyi for a brie�ng of their staffers. In particular, the questions posed are how many
times have we have used the tools provided by the Patriot Act and if the tools need re�nementltweaking. b "C
 the tools are listed in the attachment!. The brie�ng is scheduled for August 20. We requested
responses by August 14, 2002, so as to give us adequate time to prepare. As of today we have not
received responses from you. l know you are extremely busy but it is imperative that we obtain
information to respond to the 2 questions posed by the Senators. Congress has speci�cally requested
this information and it is important that we be as comprehensive and accurate as possible in our
response. Pius, this is an opportunity to attempt to obtain revisions, ii necessary, to better the tools. We
need to provide them with statistics and examples to accomplish this.

Please respond to this request by COB tomorrow. Thank you:

V
I
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From; DATE: 12-19-2005
To; CLABSIFIED BY  D192&#39;IH/LP/fl� . _

&#39; E

~ 2b

2-1.1. Tr92rPr1Er»4/zrrrfal-1 rim-.1rP;».#mEn Date; 5/15/Q212;29PM EEAQQPJI 1-Q �
EEEEI1-1 IS UNILASSIFIEE E?ICEE&#39;I subject; I use OfpamotA¢g IIECIAQQIFY OI�-Jr l2~l9�

sE+q b6

BYHERE SIICJD&#39;J[&#39;-I IJI�IIEf&#39;J&#39;JI SE

SE T

17:1

b2

b7

:Here&#39;s what I have come up with� There&#39;s probably more, but these are the responses by/92,~
received.

This%ave for nowg

/

b6

b7C

_»-an
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,¢».?.T. Tr--Iv�m-1.M�Tma 1"fOI92J�l�.!92TI92lFl�J From: b~;@
HEREIN IE T.TI&#39;-ICl}1.SSIFIEl&#39;J To:
DATE l2�1E-T&#39;�E[IEI5 BY 551751 DMH,/LP CWC Dam; 81 O2 5j28PM

Subject: &#39; Fwd: Re: Issues. for the Director&#39;s upcoming testimony

These were my comments in June and little has changed.

b&#39;/�C
» by Privileged and Con�dential

b /�E &#39;
¢== |:|

v

92
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HEREIN IE T.TI"-ICL.3&#39;-.SSIFIED
DRTE lZ�1�_-J�§:ILlLl�;» BY 551&#39;.-"5! DHI"If&#39;LP/ClrJC

b6

lo".-�C

- b2

w

b 6

h"/<1

I know you have busy schedules. I apologize for such short notice. l have a few questions that l would
like to ut to ou. Perhaps, you can answer them. Please send your replies to me, so that I do notburder�lany further. We have to prepare the brie�ng book for the Director before week&#39;s end.
#1. Are you aware of any terrorist events that the FBI has thwarted? Please provide examples.

#2. Are you aware of any terrorist investigations that were hampered by the old Attorney General
Guidelines  i_e., not being able to enter places of worship; or, political impediments!. Please provide
examples.

la reciate an hel ou ma rovide Thank cPP Y P Y Y P - Y -

lt you can answer the following questions, please reply  t OPCA.
#1. Which aspects of the Patriot Act need tweaking? ,

#2. Provide speci�c detail and statistics as to how the Patriot Act has been used  e.g., humberof
wiretaps. searches, etc.!. .

Thank ou. bg

be
b7 c

CC: I
I

-.-5--in

92
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HEREIN IS UNCLASSIFIED bi
DATE 13-19-2035 BY 55179 Dl»*IH_-"LP,-"CUBE by.

� " rm: g
T0:

hQ

b7¬

b6
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DW

v

v

Date: 8/19/02 12:42PM
_ Subject: Fwd: Re: PATRIOT ACT FEEDBACK

We have provided training on the Patriot Act to Supervisors and Agents. As you know, there are some
Agents who when given the opportunity will always complaint about something. - We also have additional
training coming up on aspects of the Patriot Act but we are still waiting on the �nal version of the of policy
that is undergoing review by NSLU and OIPR.  Sharing of FISA and Grand Jury information!.

>> s/19/02 05:31AM >>> ~
Thanks for all the extra in ut ou were able to 0 &#39; . &#39; .p y btain It is extremely helpful

Just a note - l am a little concerned that there may beagents in LA that believe the Patriot Act has not yet
been implemented  see forwarded e-mail!. Both ILU and NSLU sent out ECs providing guidance on the
Patriot Act  see attached! and I know the CDCs have been using the materials OGC provided you at the
CDC Conference in January for guidance and training. Plea to re-circulate the attached ECs if
you think it may be bene�cial. Thanks again for all your help

>>>|:|.......2 09:36PM
FYI

fx
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ALL 11--men �I1-92I�ION Cu192I&#39;I�,-XII�-It DATE; 14-19-L-»[|L5
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bl

b6

h7 �.

b75

6

l

From:
DECLASEIFY ON: l&#39;;�I�1&»&#39;�&#39;;�ILl�_92�

b
To

b7C Date: 8/8/02 2:23PM
Subject: Staff Brief re: Patriot Act

Thanks for the information.

Ll

Also --- this may be obvious, but: please note speci�cally in your e-mail that this is an important matter,
that Congress has speci�cally requested this information, & that it&#39;s important that we be as
comprehensive 8. as accurate as possible in our response.

Thanks:

>> >>>

i

|: 5;

b/�C

responses have addressed tweaking the act. l will send a reminder e-mail out tomorrow.

SE ET " &#39;

»i5i
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b-7c CLASSIFIED BY 65179BI-Ia.-&#39;LP.-"cpb
&#39; REASON: 1.4 [C]

nEcL;».ssIB1&#39; ow: 12-05-3030

I | OGC!  FBI! CA# 05-cv-08 45
I  f I IITT  -t"I"lI� ;I"5CII92ll"

Fl&#39;Ol112 I | DIV09!  FBI!   JI.TI"Is>>  I I D K� .
Sent: Tuesday, May18, 2004 2;o3 PM - � "����E " �M5  551"" i �L5

To: Div00 FBI-B WMAN, MARION E." Div09!  FB|!j | �>6
. IV DivO9!  FBI! b-7,�;

¢== |:l°iv°°> <FB&#39;> l
Subject: RE: Statistics re USA PATRIOT Act provisions

- FLTT TTIFIWPPIQTTLIPJ t_�t&#39;il92i�l�r?&#39;92Tl&#39;1l"l&#39;J
HEPEIN I TIICLFI IFIED E CEPT

Q &#39; IHHEPE �{OiiTI92 DIHZRWISE
NON-RECORD .

b6_

|:| I can provide you the results from �the field survey that OGC conducted, however, I can also guarantee that b7C
, these are not entirely accurate numbers. The field sun/ey was voluntary, and the level of detail provided varied

between the field offices. Furthermore, since then I have been advised that some HQ divisions have been
utilizing various Patriot Act tools, and I did not receive any contributions from any HQ division on this survey, so
their use is not included in any numbers that I have. &#39; -

°The field offices reported the following:  I: Si bl
l�l, it Si 4, b2Section 206 - Ftovi  ISA ~ S rsjl;|limes

Section 215 - Use imes I: | ional orders currently in approval process &#39; b�/E

_ Section 213 - Delayed Notice for Search Warrants - This is not a sunset provision, so we did not seek field input
on this specific provision at this time.

Also - as you are aware, field offices collect statistics on their accomplishments  i.e. search warrants executed!. I
believe that Finance Division maintains, compiles, and reports these statistics. They may have more accurate
field wide numbers. -

I hope this is helpful.

Ill �>2
Assistant General Counsel b6 »
Investigative Law Unit

eraI Counsel WC

-----Ori inal Messa e-----

From:  Div0O!  FBI!
Sent: Tuesday, May 18, 2004 1:41 PM
To: BOWMAN, MARION E. oivo9!_ FBI!I | Div09!  FBI!

| tDiv09!  FBI!; |Div09!  FBI!
Cc Div00!  FBI! B b6
Subject: Statistics re USA PATRIOT Act provisions hm
Importance: High

UNCLASSIFIED
NON-RECORD A

In anticipation of the Director&#39;s scheduled appearance before the-Senate Judiciary Committee this
Thursday, May 20th, we are trying to confirm the number of times we have used Delayed Notice  so,-called
"Sneak and Peek"! Warrants, FISA Roving Wiretaps, and FISA Orders for Tangible Things  i.e., so-called ~

A 5Ei;I¢T
6/9/2005
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Section 215 Orders!, since passage of the USA PATRIOT Act. I

I realize there are several potential complications with compiling such numbers  e.g., Delayed Notice
Warrants used in traditional criminal cases, classification issues re 215 Orders, etc.!. Nevertheless, if any

" of you couldgprovide some input on this, it would be very helpful. We can almost guarantee the Director
will be asked about the numbers when he testifies.

ls DOJ compiling numbers? ls there anyone at OLP or OIPFI who may know?

Thanks, �

Office of Congressional Affairs b2
exf.|:| 1,6

b7C

UNCLASSIFIED

UNCLASSIFIED

5l??éET

6/9/2005 _
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b6 &#39; DECLASSIFIEIII IIY G517? BI"III,r"&#39;CLS

Ciil�l CI E� E CI I3 E Z III I] S
b7C ~ I

CA# O5�CV�O845

| kocc!  FBI!From: I I 7 IOGC!  FBI!  H E I ~~~~~ D �WWW-Mmmmmm ��� m
Sent: Friday, July 16, 2004 2:26 PM � be

To: KELLEY, PATRICK W.  OGC!  FBI!; BOWMAN, MARION E.  OGC!  FBI! b7C
Cc: Caproni, Valerie E.  OGC!  FBl!;� lOGC!  FBI!
Subiect: FW:&#39;Sunset provisions - Examples

necono 66F-HQ-C1364260 I ~

Pat: This is the �nal compilation of OGC-gathered examples and comments on the provisions of the Patriot Act
that will sunset in Dec 2005 unless they are made permanent. This was collected fora variety of reasons--mainly b2
for DOJ/OLP and it contributed to the report DOJ issued the other day. Now, OCA needs it an eeds it b5s the point person on that! to respond to Sen Feinstein&#39;s inquiries. I need to se
in OCA and who will put it into the format they want. Before I do l am sending it to you for official blessing wit a b7C
copy to Spike who said he would look to see if:ewrite  she took out names, places, etc from the case
summaries she recieved! would allow us to declassify it. .

-----Ori inal Me sa -----

F~»m=i<»@<:> <FB1>
Sent: Friday: %uly 16: 2004 1:41 PM b6
To.&#39;  OGC!  FBI!
Subject: Sunset provisions - Examples b7C

s
RECORD 6_6F-HQ-C1364260

|:|- Attached is the final version. If you have any questions, please feel free to contact me. be

DERIV . ification Guide G-3, dated 1/97, Foreign Counte
DECLASSIFICATION EXEMPTION l

*SECRE  _ -

DERIV . &#39; ic=ation Guide G-3. dated 1/97, Forekgw Co n§
DECLASSIFICATION EXEMPTION 1

RN

v

6/9/2005 &#39;



Message _ V  Page 1 of 2
4&#39; [1

b6

 occ!  FBI!| I b7C
From: KELLEY, PATRICK W.  OGC!  FBI!  �B5179 [&#39;"��CL�
Sent: Tuesday, July 20, 2004 �I 1 :22 AM @A# O5_cV_Qg 45

To:   ocac!  FBI!; BOWMAN, MARION E.  oec!  FBI!
Cc: Caproni, Valerie E.  OGC!  FBl!;|  OGC!  FBI! b6
Subject: RE: Sunset provisions - Examples &#39; we

§ 
RECORD 66F-HQ-C1364260
|:| I assume you&#39;ve coordinated the intercept issues with TLU. Two comments: The first paragraph at the top
of p. 8 seems to be missing something; there&#39;s not even a period. Also, in the 2nd paragraph on p. 8, and on p. b6
10, we mention delays attributable to OIPR. While true enough, it would probably be more prudent to delete the
references to OIPR and just leave it as "processing delays." Othen/vise, it&#39;s good to go by me. b&#39;7<&#39;l

-----O|-&#39; &#39; --_-_

From: OGC!  FBI!
Sent Frida Jul 16 2004 2 26 PM: Y! Y I : &#39; .
To: KELLEY, PATRICK W.  OGC!  FBI &#39; BOWMAN MARION E. OGC!  FBI! b6
Cc: Caproni, Valerie E.  OGC!  FBI!;  OGC!  FBI!
Subject: FW: Sunset provisions - Examples b"/C .

RECORD 66F-HQ-C1364260 . I .

b2
Pat: This is the final compilation of OGC-gathered examples and comments on the provisions of the
Patriot Act that will sunset in [!ec 2005 unless they are made permanent. This was collected for a variety b6

. of reasons--mainl for DOJ/OLP and it contributed to the report DOJ issued the other day. Now, OCA we
needs it and|i|needs it is the point person on that! to respond to Sen Feinstein&#39;sinquiries. I need to send it to CA and who will put it into the format they want. Before l do I
am sending it to you for official blessing with a copy to Spike who said he would look to see if|:|

v rewrite  she took out names, places, etc from the case summaries she recieved! would allow us to
- declassify it. V

Iii
-----Ori in I
From @@¢><FB1> be
Sent: Frida Jul 16 20041:41 PM b7¢

To: OGC !  FBI!Subjec : unse provisions � Examples

_ � A

. b6
Attached is the final version. If you have any questions, please feel free to contact me.

b7C

TDERIVED . ssification Guide G-3, dated 1/97, Foreign C
Investigations
DEQLA§§lFlCAT|ON E

I.
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§  92

0  Classification Guide ca-3, dated 1/91, Forei  �
Investigations
DECLASSlFlCATl
SECRET!/ORCON,NOFOHN e

DERIVED FRO = -  &#39; &#39;deG-3,dated g es |ga Ions
DECLASSIFICATION E
SECRET?/ORCON,NOFORN *

/

I
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,4 b6 "

b7C

I   l°G°><FB&#39;>
From: I toec!  FBI!&#39; IIIECLAGSIFIED BY 55179 £:|I�III""C.Lm
Sent: Tuesday, July 20, 2004 �l 1 :30 AM 1 be or-r @9�14�200s

b7C _
Subject: FW: Sunset provisions - Examples T

RECORD 66F-HQ-C136426O _

I . . . . . b5
l made the corrections as per Pat&#39;s e-mail, and it IS attached. I&#39;m not sure what "intercept issues" he IS

re erring to that involve TLU. &#39; _ b6

b7C

-----Original Message----�
From: KELLEY, PATRICK W.  OGC!  FBI!
Sent: Tuesda , July 20, 2004 11:22 AM

r<»=ii<>@¢><FB1>» ¢><FBI> .6
Cc: Caproni, Valerie E.  OGC!  FBI!; OGC!  FBI!
Subject: RE: Sunset provisions - Examples b7¢

b6

RECORD 66F-HQ-C1364260 WC

|:| l assume you&#39;ve coordinated the intercept issues with TLU. Two comments: The first paragraph at the top I
of p. 8 seems to be missing something; there&#39;s not even a period. Also, in the 2nd paragraph on p. 8, and on p.
10, we mention delays attributable to OlPFi. While true enough, it would probably be more prudent to delete the
references to OIPR and just leave it as "processing delays." Otherwise, it&#39;s good to go by me. l

-----Ori inal Messa e----- - &#39;

I Fr<>m=lil<<>G¢> rem
Sent: Friday, July 16, 2004 2:26 PM
T0: KELLEY, PATRICK w.  oczc!  FBI - BOWMAN MARION E. OGC!  FBI!Cc: Caproni, Valerie E.  oc-;c!  FBI!; OGC!  FBI! b6
Sub&#39;ect: FW&#39; Sunset rovisions - Exam es ~J - P P we

RECORD 66F-HQ-C1364260

Pat: This is the final compilation of OGC-gathered examples and comments on the provisions of the
Patriot Act that will sunset in Dec 2005 unless they are made permanent. This was collected for a variety
of reasons-- &#39; r DOJ/OLP and it contributed to the report DOJ issued the other day. Now, OCA b2needs it and needs it is the point person on that! to respond to Sen Feinstein�s .
inquiries. I need to send it to in OCA and who will put it into the format they want. o l b5am sending it to you for official blessing with a copy to Spike who said he would look to see i  MC
rewrite  she took out names, places, etc from the case summaries she recieved! would allow us o
declassify it.

inal Messa e----- -

Sent: ri a u 1 4 1:4 M b6

Iii 06¢ FBITo: < .!  > W
Subject: Sunset provisions - Examples

6/9/2005



- _ - Message &#39; Page 2 of 2

RECORD 66F-HQ-C1364260

|:|- Attached is the final version. If you have any questions, please feel free to contact me.

III

DERIVED . I Classification Guide G-3, dated 1/97,� F &#39; er ntelligence
Investigations
DECLASSIFICATION EX  -
S§ ,NOFORN _

BI Classification Guide ca-s, dated 1/91.  ence
Investigations &#39;
QECLASSIFlCA 1 I
SECRET//ORCON.NOFOHN �

: G-3 FBI Classification Guide G-3, dated 1/97, Foreign CounterlntelIiqen
DECLASSIFICATION EX  �

§EQR  _

| Classification Guide G-3, dated 1/97, Foreign CounterInte
DECLASSIFICATION EXEMPTION 1

HN _

6/9/2005

b6

b&#39;7C



_ " Message 2&#39; Page I of I
b6 DE�.LAa..~IFIED m 051"" CMII/CLS

. mm |is-|�P-?r|f|F-

we CA# 05-cv-0845

| | osc!  FBI!
Fwm= lilloecl <FBi> »
Sent: Tuesday, July 20, 2004 12:20 PM

b6
T<>= |:|<<><>/-92>  FBI!
Cc- BOWMAN MAFII NE - we. , FBI

OGC FBI ;  OGC!  F.Bl!;
 OGC!  FBI!; Curran, John F.  OGC!  OGA!;

 OCA!  FBI!

Subject: Sunset provisions &#39;

u
RECORD 66F-HQ-C1364260

|:| attached are our comments and the results of our�eld and HQ survey on the Patriot Act sunset provisions. b6
We folded in the examples provided by NSLB so it is one complete OGC package. |:|kept the classification 1,7
she received for the examples but s ie deleted most of the references to subject&#39;s names, Iocations,etc--so I am &#39;sure that- much what is Iabled SE9éET can be declassified--but l can�t do that, which is why I copied Spike.
Not knowing what format you wanted, l just sent it as is. DGC Pat Kelley has approved it as well.

�ll iceo t e eneral Counsel
b2

b6

b7C

DERIVE ource
DECLASSl 40720 -

Sig//ORCON,NOFM

6/9/2005

C



V b1_

Use of the USA PATRIOT Act b2
Classified Appendix ME

Section 212 - Emergency Disclosure of Electronic Communications to Protect Life and Limb

°  i 5 3



-/__
.>

cA# 05�c92/-0845

Examples of Patriot Act Use
Requiring Additional Facts

Section 201  Expanded predicate offenses for T-3
|:|- F0 initiated|:|T-3 in a 315 case where terrorism identified as a predicate offense.
Was this the only predicate offense? Would we have been able to get the T-3 without the Patriot
Act change?

|T_d |- improved ability of info sharing with statellocalsl and other
e eral agencies in order to respond rapidly to threat and make an action plan.

info sharing with others critical b7A
info sharing with others critical hm

Section 203 - Information Sharing  from criminal to the intell side!

| |- 315Q{_|569s3

|:|- 315N|:|s3992 p
|:i A

�ll THFWRHRTTUN FUNTR_HFD
HEREIN I UHeL#o IFIED E CEPT
HHEPE %ONN OTHERWISE

DHTE Ul�E3�2UUO
CLKSSIEIED BY 6517? dmhfbaw U5�C92�U8%5
RERSON2 1.4  C!
DECLASSIFY ON� Ll�L3�EU31

3150 15590

i i This provision used most notably in the folli!wing cases:
131513] B2073

315Q;| E7173 -
Section 206 - Roving FISAs
|:|- I received the following from the CDC on the case recently released to the press
regarding the plot to blow up a shopping mall.  | _

"I believe we used the roving FISA on| |1ot| I These are

b2

b6

b7A

b7C

b7E

related cases, but two seperate cases, �le numbers and FISA requests. I believe the roving

pa�l

press release information as you would like." -

SE ET

so you can use as much of the
IAS far as|:|

b2

b7A

b7E

b2

b6

b&#39;7A

b&#39;7C

b&#39;7E



t s|§>é:i=.:i:T
vi

Any clari�cation on this case would be helpful.

Section 212 - Emergency Disclosures by ISPs

|:|- 315s-|:|224i64
also used in a case regarding a "threat to a high ranking foreign official"

Section 214_- w standardmfor FISA~pen/trapl�l I: E ll�Q used�iifferent 315 cases; ASAC notes that this was "extremely helpful" and could not
ave een obtained without the new pen/trap standard.

A pen/trap order was obtained� I
|Any updates to this case?

p |:| - 65A:|220066

|:|- 3l5N 68267 - pen on] |
65M 66909 - pen not possible under old standardl |

ia the en _

en obtainid on subject� l
| - 315N{:|-57048 - likely not to obtain pen/trap under old standard
Section 218 - Change in the Primary Purpose Standard for FISA

. I  lAUSAs have worked closelv to identify criminal charges
against the subjec

L �- the| land Ilnvestigation - F0 states that even though information had
been passed over "the wall" prior to the wall coming down and an indictment was being
prepared, when the "wal1" came down, signi�cantly more information was passed to the criminal
investigators and prosecutors giving them a clearer understanding of the case.

G ThereAm ther 315 cases where information sharing has been critical to the
success of the investigations.  �

bl

|:|- 3l5NC|56807 V |: E 1| 1,2
|:|- 3i5Ql:|36062 V hm

5E>¬ET

bl

b2

b7E

b2

b7A

b7E

b2

b7E

b2

b7A

b7E

b2

b6

b7C

b7E



E . A sE §é b2
I

|:|- 315MI:I45821

b7E

_ b2

b7A281F;I I-66686 - having criminal side fully apprized of all of the intelligence assisted in
the coordinationI I b7E

- direct result of info sharing, subject was arrested without incident
3l5N 67573

I I criminal activity detennined and cases opened b2
b7A

b7E

Section 220 - Nationwide search warrants for e-mail

I  I b2 , b7A, b&#39;7E

SEC

Significant part 0
This expedited the receipt of critical information.

b7A

|:|- used in th@|:|1nv@Stiga**°n ht &#39;

I Ll I I *1 I 1,2
b7E

�>4



5-/I Message g Page 1 of2A a vg s:E!xQ:r S
� <>G<>><FBI>

From:   Di92&#39;O9!  FBI! _ g b6
Sent: Friday, March 12, 2004 22:42 PM we

To: I | DivO9!  FBI!
Subject: FiE: 2702 b!�! Emergency Request *Secret* For Director&#39;s information.

IRATE: lE�U6�2|]l].5
ZLAZEIFIED BY 1551??-"&#39;DP&#39;IH.-"&#39; LP! CTILIC 1:71� T11]:i&#39;1pmnTTm] |�|"�|{92I�[�hT]&#39;IF�]&#39;|UN LASSIFIED &#39; _ . ~iG�_�"~.""_"� F N &#39; &#39; Hi HEQEIN Io UI]CL!�- IFIED E92CEPT."".EP-.001"-ll. l.~§  c,

_&#39;92£  DECTLPAUSIFY OI-I: 12 U6 ZEJSU W1-1355 EHQEJN QT}-[ER5J15E

CA# O5�CV�O845

Yes it&#39;s classified. Since being Trilogized, vve�re still trying to figure out how to send emails. l sent it unclassified,
non-record so that l could send it out, but l marked Secret in the Subject line. There you go - clear as mud.

|:| S

Assistant General Counsel b6
National Security Law Branch MC
Counterterrorism Law Unit 1

Iii

. ----�Ori inal Messa e--�--

en b6
Sent: Frida March 12 2004 1:50 PMT0 Div l9!  FBI! we
Su ec : : Emergency Request *Secret* For Director&#39;s information.J

QNCLASSIFIED
NON-RECORD l

Thanksll I&#39;m a littlevconfusecl. l assume this is classified info. Am lcorrect? l plan to mark it at the secret
level and submit it with the remainder of examples. lt will go through the front office of OGC and then over
to DOJ Office of Legislative Affairs. ls this OK? A

b6 bl
-----Ori inal Messa e���---=.om=iiD~@9><FB1>  be
Sent: Frida March lll 2004 12234 PM b7E
To: W09!  FBI!
Cc&#39; on/09 FBI b6- !   !
Subject: 2702 b!�! Emergency Request *Secret* For Director&#39;s information. bqq

UNCLASSIFIED
NON-RECORD

El

Iii
Assistant General Cou "lS6|
National Security Law Branch
Counterterrorism Law Unit i

6/7/2005



.P92T-T- TI92IF�£_JEI"&#39;i/1.&#39;T&#39;T.FJT�-I .FfFJI"-i&#39;T�,1�1.TI"-II7.T!
b6

~ ~~ b7C.. -V � t &#39;

BI

F�=~m= I
Sent: O41:16 PM
To: &#39;

Cc: DivO9L FB|

E�v09! FB k| I
Subject: Re: PATRICT ACT SUN ET PROVISIONS .

Sensitivity: &#39; Private ;;A# O5_@V_O845

� 1! FISA Business records � The FBI and DOJ should hang their heads in shame
that this potentially useful authority has NEVER been used  at least it should
be easy for HQ to count!. The Patriot Act passed in 10/2001 and almost 3
YEARS later OGC and OIPR can&#39;t decide what pleadings to file. Meanwhile the
militant librarian lobby keeps kicking us around because they "think" we use
this authority. Given the apparent "shock and awe" effect of angry
librarians on FBIHQ � WFO reccmmends that this useless authority IMMEDIATELY
sunset � it would be less frustrating for the SAs and the librarians will stop
picking on HQ. 4 &#39;

2! FISA Roving authority � This authority is also a complete waste. Damm
shame ~ it was intended to be a robust tool similar to the criminal T�III
roving  read Sen Leahy&#39;s 2001 summar ! but it NEVER roves. What we have isnon�roving roving authority. E:::g:topped asking for it ~ a waste of
effort. Its simply pathetic t at IPR turned this potentially useful tool
into a cartoon of what it should have been. As explained by Mike Woods
after his brefing on the Hill � roving authority would attach to the Target
and when the target picked up a phone we were aurhtorized to intercept. yeah
right � OIPR turned it into "Notionless Authority"

3! FISA Pen Register � the OIPR approval delays.have rendered this tool
almost useless. Its OIPR&#39;s.last priority and the SAs no longer both se�it. We will do without or findla way to use the criminal authorityi::if:T

WFO O ice o Division Counsel 4UUUUU
b2

Privileged and Confidential
. b6

>>>  DivO9!  FBI! 03/04 3=17 PM >>> we
UNCLASSIFIED
NON�RECORD

See the attached EC that was uploaded today. See 66F-HQ�136426O�5.

UNCLASSIFIED

1

LI>; | FB|>I | I

b2

b7E

b2

b7E



�

... 1 �92;92Messagc Page I of 2

PILL IIJE�ORN-RTION CDNT-RINED
HZREIN I UIICLASSIFIED
I_JP~lI:. l]3�lC*�E[lElEt H1� 55lT§ I_JMH;"LJ_.b

I .  ¢¢¢¢¢¢¢¢¢¢¢¢¢¢¢¢¢¢¢¢¢¢¢¢¢¢¢¢¢¢¢¢¢¢¢¢¢¢¢¢¢¢¢¢¢¢¢¢    _- -
From: | |D|92/09!  FBI!
Sent: Frida , March 12, 2004 6:45 PM b6

Subject: RE: Patriot Act

SENSITIVE BUT UNCLASSIFIED
RECORD 66F-HQ-C1364260

- Attached are the two documents. One is classified, the other contains LE Sensitive material because it
iscusses ongoing cases. I&#39;ve marked the paragraphs, but I&#39;m not sure l used the proper techniques. I assume b6

there is someone that can do that for us on Monday. &#39; .
i b7A

Also ~ I was advised that they used he emergency disclosure provision on theI I 7
�| I80 I did not include it in my list. b C

�Finally - i also attached a copy of a document that|:|forwarded to me previously on sneek-n~peek cases
&#39; th event that the POO in OLP is not aware of this document. I alsothat DOJ put together. � opy, in e . .

put a paper copy of the -ress release in your in box. l reference this in the document.

If you have any questions, feel free to call me at home. I should be home in the morning until 11 and then again
after 1pm.

Thanks.

-----Ori inal Messa e-----

Fr°m Div09! <FB1> is
Sent: Thursday, March 11, 2004 11:06 AM

IDIVO9!  FBI! bi�:To|
Subject: Patriot Act
UNCLASSIFIED
NON-RECORD

|:| when you get in tomorrow, I need you to collect all that you can of examples, stats, etc on all the
Patriot Act provisions--not just the sunset ones. We need to get it to DOJ  OLP! by Monday. Thought we

had more time which is why I set the 3/19 deadline for the sunset EC--but we don&#39;t so we&#39;ll do what we be
can. We&#39;ll just have to follow up later with the responses to the EC. Let&#39;s talk first thing and discuss how b-,c
to do this.

b6

b7C

UNCLASSIFIED

6/7/2005
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SENSITIVE BUT UNCLASSIFIED

6/7/2005



up: �- £9�2t�2005
., I1192fI1;"&#39;CLS
r REASI. 1.4 V-"

»&#39; ;. - U?! » ._ IF} wN _ l_2D¢F APP TNFUPMATTUH CUHTATNFF" � � � " S  HEREII"-I Is UNCLASSIFIED EYCEET
CA# O5"CV"O845 WHERE Sl-1C3TrilI&#39;-I OTHERWISE

Use of the USA PATRIOT Act
DATE: 12-06-2005

_ � CLASSIFIED BY 65l79fDHEfLPfCNC
Section 210 - Scope of Subpoena Ranges; 1. 4 tic�;

DECLAEEIFY ON: lE�0E�EE3U

O This provision expanded the type of information that can be obtained from an �Internet
service provider  or other types of service providers! with a subpoena. This expansion
allows agents working computer intrusion cases to immediately identify if a computer
used by a hacker is a victim computer where the hacker is �hoping through� the computer,
or is the computer hacker�s own computer. This significantly expedites computer
intrusion investigations. Referral/Direct

Section 212 - Emergency Disclosure of Electronic Communications to Protect Life and Limb

.0 Recent Kidnaping Case - Recently, a 14 year old girl was abducted. Her laptop was also
missing. The case agents susp �s &#39; &#39; "&#39; � &#39; " "s " � &#39; &#39; &#39;

chagroom was Q16 peroe "1 �

-mail As1oenW1eo and interviewed. Fie aom1fted&#39;to pi king up
the girl and took agents to the truck stop where he had left her. Because of this provision,
additional harm to the girl was prevented and she was returned to her family in a matter
of hours. This is but one example of how essential this provision is for child abduction

SE T

bl

b2

b7E

�!

b2

b7A

b7E

b-7A



b2

b&#39;7A

b7E

"EEC T

cases.

Section 216 - Nationwide Effect of Pen/Trap Orders

0  LE sENsITIvEj:|Hhei<ei- - hre becomin more wides read �
throughout both corporate and private systems. This computer hackerl I

&#39; b2

b7A

b7E

 LE SENSITIVE! iii this case it was difficiilt to identify the hacker because he|:|
leach time he entered the corporate victim�s

computer because he was� leach time. Dueto the chan es ih Section 216 of the USA PATRIOT Act, the FBI was able to obtain|T_|
for this hacker and then present it to|

This enabled the agents to identify the hacker. He was recently
arreste an is awaiting trial.  L_E SENSTTIVE!

b&#39;7A

Section 217 - Interception of Computer Trespasser Communications

0  LE SENSITIVE! U.S. Government System Hacked - Recently a U.S. Government
computer system was identified as the victim of a computer hacker. The hacker was

, . 4 .

The
b2

spegar �



-u

s@am&#39;
investigation is ongoing to identify the suspect and any additional victims.  LE
SENSITIVE!

Section 814 - Deterrence and Prevention of Cybei"Terrorism

SEE. T

b2

b7E



-V 5

Q ALL I192JFCF&#39;.IUiTIOI&#39;»I COI&#39;»ITi&#39;».II~»IED
I~IEP�EII&#39;-I IS UN-ILASQIFIED
N-{Tn F-41. &#39; _1192111 L14�-1

Fr<>m= |:| 1,2 i
Sent: &#39; &#39; M .,

To:  DivO9!  FBI! b6
Subject: �ATRlOT Act Use Report CA# 05-67-0845

b�/C

i?c1 b7E
patriotact-use-i|u.w
d �5 KB! .p .92 CI Attached is an electronic copy o  PATRIOT Act Use Report.

A hardcopy Wlll follow in the Bureau mail.

b2

2 M
b7C

b7E

92

1



1 F

:4

I lOGCZ sFB|Z
Fm-= Ill
Sent: &#39; M

To: DwO9! FBU
Cc:
Subiect: a no c sunse prowsions

lmportanée: High

}$"�@ b6 i

!

pat�otactsunsetprovisions  |:| b7C

b2

b6

b7C

b7E

ALL THFORMATTON P¬NTATNRU
HEREIN I5 UHCLRSSIFIED

CA# O5�CV�O845

The deadline � ion of our response is today. _To assure timely b2
receipt, the Division response is attached. ACS and paper copies b7E

&#39;ll .Wl follow

Please note that the EC is classified "S¬§<%T.�

b6

b7C

1

92:

DATE 09-21-2005 BY 651?? DMHXQLB



ALT. Tl�-IF.FJRl92&#39;TP92TT[�JN [�DNT.392TNFI1&#39;J
1� TJIIFLP-QQIFIEKHEREIN Ib »; .uu � g

i b5 , b7c DATE 39-21-2005 BY 55179 nMHXcLs

O ,C  CA# O5�CV�O845I i! I !! 2
From: I ISent: Fricgh March 26. 2004 11:42 AM I
ToCc: I1-

0.  b|v0§T FB&#39;|!
Subject: Another tasking

FBIHQ requests a brief write�up of significant cases aided by the Patriot Act.
is sun setting Please provide me with a brief write�up of theSo &#39; &#39; &#39; . &#39; &#39; &#39; &#39;

bigTf:ff:ijCase and[:::]in£::;::::g] Please list file numbers. The document
to FBIHQ will be classifie l nee be  probably!.

Please list all sophisticated techniques used. I know FISAs  electronic and
physical!, T�IIIs  new predicates/information sharing!, e�mail SWs now
nationwide allowed!, NSLs SAC authority!, GJ subpoenas  information sharing!,
SWs nationwide for terrorism; delayed notification!, etc were used in these
cases. Please list some significant accomplishments in these cases. Also,
obviously, information sharing has aided in coordinating the criminal side and
FCI side of the cases.

I knomz[:::::::] case effort has resulted in an entire network being identified
and cases being initiated nationally and overseas. Also, we&#39;ve probably
issued hundreds of NSLs for the[:::::] case. Please give me rounded number of
NSLs if it is available.

For the[:::]case, it will be nentioned that the overseas seizing power and
subpoena power was contemplated, although not in the end used  I don&#39;t think!.

We don&#39;t think we are using the PATRIOT Act , but since it altered the
statutory authority of every one of our investigative techniques, we use it
everyday. FBIHQ wants specifics on big cases to report back to the security
committees on how these new tools are being used. Please help. Lee.

Anyway, I don&#39;t want to add to your already big loads, but if you have a
write�up handy with some statistics on number of techniques, and other
accomplishments, I can add the rest. I&#39;ll forward the final copy.

b6

b7C

1

b2

b6

b7C

b7E

b2

b7E

b7A



-. � |:9�2l5�2UE5 .P*.T|T| T92FF&#39;l&#39;J}3-�T"T,I7kTT.7JT�-I  T51?-ITATNFIO
I FLA5§ _ BY 551TQ �- _L5 HEREIH IS UNCLASSIFIE: EXCEPT
 � � , l92H_|Rh| b!~1o|r111 U&#39;I&#39;1-1151-ilrll 1;

. _tt_F~&#39;%9.§U9� J "130

@A#<5"@V*w45 I sE@iéT/0RcoN/NoFoRN

FEDERAL BUREAU DF |NVE$T|GAT|ON
DATE: lZ*U7*2UUE
CLASSIFIED BY EEITQ DHMXLPXCWC
PEP ON: l.%  C!
DECLASSIFY ON: 12-U7�2D3U

Precedence: PRIORITY Date: O4/26/2004

To: General Counsel&#39; Attn: Investigative Law Unit

|_E<>Qm 7.3.25 I

on act: I I
Approved By: I b6

b2

Drafted By: I I bvc
b7E

Case ID #=  U! 66F�HQ�Cl36426O �
 U! 66F�HQ�Cl38497O
 U! AL 66F�A3035

Title:  U! USA PATRIOT ACT
SUNSET PROVISIONS

Synopsis:  U! Case narratives provided as requested.

&#39; From �

>%iU1&#39;
Reference:  U! 66F�HQ�Cl36426O Serial 5 _ Ag b2

Details: :D§{¢UAs requested in referenced EC, [:::;:]is providing IWE
the following case narratives which describe inves igations aided
by provisions of the USA Patriot Act.

><

Hi

� bl

b2

b&#39;7A

b7E

sscggr/oncou/Noronn



� b2

sE§<éE&#39;1*/oRcoN/No1=&#39;oRN ME
To: General Counsel From: [::::::] .
Re:  U! 66F�HQ�Cl36426O, O4/26/2004

PATRIOT ACT PROVISIONS USED:

*Section 201
predicates used

*Section 203
*Section 209
"kSection 220

and 202 ~ Title III Predicates � no new

in case but Title IIIs extensively used.
Information Sharing. V
regarding voice mail.
regarding nationwide Search Warrants for E�Mail

bl

b2

b6

b7A

b7C

b&#39;7E

><

><

£53

SEC>¬I&#39; / ORCON/NOFORN
3



;�£@ET/oacow/NoFoRN b2
- b7ETo: General Counsel From: g;;;;;%L

Re:  U! 66F�HQ�C1364260, 0 4

PATRIOT ACT PROVISIONS USED:

*Section
*Section
*Section

FISA

203, Information Sharing
214, New Standard for FISA Pen/Trap
218 & 504, Changes to "Primary Purpose�

I
pa IIIIIIIIIII-I

¢s>
 U! In October 2001, JTTFI Iinitiated

investigation intoI I

Standard for

bl

b2

b7A

b7E

I I Investigation was
predicated on Source information which was corroborated by
information provided by CAU, FBIHQ.

I53 :>�g:::;:;:]subjects have been convicted on heroin
related and rau u ent document charges including two[::::::::]
State Department of Motor Vehicles employees. Numerous
investigative techniques were utilized which included a Title
III, 150 consensual recordings, and aI I

<U�

 ULI

bl

b7A

I51

b2

b7A

b7E

bl

b2

b7E

b2

b6

b7C

b7E

Sé><%T/ORCON/NOFORN
5

b2

b6

b7A

b7C

b7E



b7E
eneral Counsel From

s�§ gT/oRcoN/NoFoRN
TO: G . :

Re:  U! 66F�HQ7Cl36426O, O4/26/2004

 U! �V b2

b6
b7A
b7C
b7D

PATRIOT ACT PROVISIONS USED:

*Section 203, Information Sharing
*Sections 201 & 202, Expanded Predicate Offenses for Title

 expanded predicates not used in case, just Title III! "

�1:

b7E

III

b2

b7A

b7E

Ind

b2

b6

b&#39;7A

b7C

b7D

In]
�Z b7E

>4/-NFQm|

><

� I

 �3

T5?



b2

To: General Counsel From:,
Re:  U! 66F�HQ�Cl36426O ,

sné�ém/oRcoN/NoFoRN b7E
, Ol;2S;2SL4

X

PATRIOT ACT PROVISIONS USED:

*Section
*Section
*Section

FBI SA&#39;s, sixteen
T e JTTF currently

203, Information Sharing; -
214, New Standard for FISA Pen/Trap;
218 & 504, New �Primary Purpose" Standard for FISA

USE OF INFORMATION SHARING AUTHORITY

JOINT TERRORISM TASK FORCE  JTTF!

U Origiral staffing was[::;;;FBI Special Agents
full�time Task Force " icers  TFO&#39;s! of other

al state, and
 SA&#39;s! and

local agencies � rent staffing has grown to

TFO�s, and[::ifFntelligence Analys{] I�iU
has full�time representatives from the

Deoartment of State  DOS! Intern l Revenue Service  IRS!,F Tgm|Federal Air MarshaHi�FAM[]
from the Transportation Securitw A inistration   two SAI I , &#39;_j &#39;i . & �sfrom the Immigration & Customs Enf " ement  ICE!,Eif;QNew York
State Police  NYSP! Investigators, New York State fice of
Inspector General Investigator and[:::]Detectivq[From

- s�y�gi/0RcoN/NOFoRN
7

£53

bl

b2

b6

b7C

b&#39;7E

£53

bl

b2

b6

b7C

b7E

b2

b7E

b7F



: - G_ .

I lgocac FBI
DECLASEIFIE3 BY 651?? nmnyztsFrom: I �FBQ b2 on Z19  2035

Sent H at D" ~ I _ cA# 05 cv 0845
To: I kD|vO9!  FBI! b6
Subject: RE: Patriot Act sunset provisions  we

}im§EE*iU3
RECORD 66F�HQ�Cl36426O

|:|

b7E

I am unfamiliar with the specifics in the case. I sent your e~mail to[::::::::::::]for
details.

Please note that we&#39;re under an inspection and otherwise extremely busy here! But we&#39;ll
try to get what you need as soon as we can.

Also, any movement on the emergency pen and trap delegation issue? We recently had
another case in which local authority was obtained in a kidnapping case while the FBI
pondered using the federal process.

|:|
�����Orioinal Message»--��
From:  DivO9!  FBI!
Sent: ri ag, . 12:32 PM

To:&#39;  FBI!
Subject: FW: Patriot Act sunset provisions

:§EeREf:~iUi
RECORD 66F�HQ�Cl36426O

���-�?rigina1 Messaqe��~�~F ~rom. | DivO9!  FBI!
Sent: Frida A r�l , 2004 12 29 PM

Subject: RE: Patriot Act sunset provisions

§i§eREII:"iU7
RECORD 66?-no-c13e426o

b2

b6

b7C

b7E

b6

b7C

[:::]� Thanks for your submission regarding the sunset provisions. I&#39;m in the process of
&#39;l&#39; f h G l C 1 D th&#39; k ld �d 0 d t ilscompi ing these or t e enera ounse.. o you in you cou pIOVl e-me m re e a

on your Division&#39;s use of the Roving PISA surveillance? . age 2 of your EC!. In it
ou noted that this was use &#39; co &#39; ctio " Division to@wmm  |¥|I� d &#39; r dlb H1 WOII EI&#39;lI&#39;1C[ W a riqge 9
e need&#39;Ior rovinq surveif1ance?|

L_h Fee free to label
w at you want as classitied, I&#39;ll keep whatever markings you put on it.

Thanks for your help.

Ll; .6ssistant Genera Counsel
Investigative Law Unit b7C
Office of the General Counsel

b6

b7C

b2

b6

b7C

b7E



.»,�¢ -

--���Ori inal Messa e���=� b2
[::%:::::::::::f::] b6From:

Sen - &#39; O4 3:29 PM

To:  DivO9!  FBI! b7C

CC:
Subject: Patriot Act sunset provisions .. b7E
Importance: High

The deadline for submission of our response is today. To assure timely
receipt, the[:::::::::]Division response is attached. ACS and paper copies b6
will follow.

_ b7C

Please note that the EC is classified �S§<RET."

DERIVED FROM:IG=3=FEl<Classification Guide G�3, dated l/97, Porei ntelligence
Investigations
DECLASSIFICATION EXEMPTIO�_L
SECRET

b2

b7E

DERTVED�FR6�HeG�3,EBI Classification Guide G�3, dated 1/97, Foreign Counter&nt¬ITI§EnEE;
Investigations
DECLASSIFICATION EX  i -
ssea-1-2*1=~*""" _

DERIVED FROM: G-3 FBT�CTassi£ication Guide G�3, dated 1/97,sEe§eign Gounterlntelligence
Investigations
DECLASSIFICATION EXEMP¥§¬%F1T
sac-R-s=r~"""" &#39; _

2



~ Message &#39; Page 1 of 1
SE T DATE: l2�|]&#39;T�E|]|]5

CLRSSIFIED BY 65179 [11-I31,-"&#39;LE&#39;_-"&#39;CTI292TC
< REAQIWN: 1.4  C!

DECLP-UEJIFY ON! lE�l]T-EUEU

I ¢¢¢¢¢¢¢¢¢¢¢¢¢¢¢¢¢¢¢¢¢¢¢¢¢¢¢¢¢¢¢¢¢¢¢¢¢¢¢¢¢¢¢¢¢¢¢¢¢¢¢¢¢¢¢¢¢¢¢¢¢¢¢¢¢¢¢¢¢¢¢¢¢¢¢¢¢¢¢¢ .  1928,15 EEII.     %%%%%%%%%%%%%%%%%%%%%%%%%  &&&&&&&&&
I rims rv-:1-3005

From I lDiv@9><FBI>
� b2 RERSIDN� q

Sent: Tuesday, May O4, 2004 �I138 PM D �W  Oh}: @9_bl_2U3U
T~= l:|<FB&#39;> ha CAI Ow/~@845
Subject: Sunset Provisions b7c _ .

&#39; RLL INFOI¥&#39;.I��I}5&#39;-T:OII COI&#39;~IT}5-_INED
ET//Q|:;CQN_NQFQRN -1111-?.:§_LI&#39;-I ts t|mI_.ntsstmsu l:Jl>;t_�l£l=1�i�

&#39; 1.~l1;u;u¢ szrowr--I ourrmti-.1t:;u884%
nsconp 66F-HQ-C136426O

b6 , b7C &#39;

|:| I&#39;m still working hard on this. I want to include the following summaries from your EC. I&#39;ve still classified
them as SQQFIET, but want to ensure that I&#39;m accurately stating the facts. Could you please proof these for me. I
included the file number at the end only for your reference. I don&#39;t intend to include that with my final version nor 1,2
that these came frorri:| that is for my reference purposes only.!

- 1:75:

Thanks so much for all your help.

W &#39;b6 , b7C

IISI

~l5l

DM; Q-3 FBI Classification Guide G-3,_dated 1/97, Foreign CounterInte||iqe
DECLASSlFICATlO_N EXEMP"l&#39;TO�N�_f
SECRET//  - i

bl

b2 .

b7A

b&#39;7E

SEE ET

_ 6/7/2005



Pae1of2Message g
DATE: lE�U7�2UU Lit-M/1.1:�/tjlr-lt_�   b2l_,l_.1�.l5�rJ_l.l:�_l.El_l BY 5
EEASOI1: 1.4 to!
F1F1�T.A:¥§TF�&#39;"K T&#39;]T&#39;JZ �|?�l_|7�?l&#39;lf§l&#39;l

| | oc-ac!  FBI! .   ..     i  ~~~~~~~~~~~~~~ »»»-b7C
&#39; E: FQ�?1�?nF5

From:   FBl! t_.LA:ab 5* Jolw DI92&#39;IH_-�&#39;CLb 1,73
REASODJ: .4 ,,.

Sent: Tuesday, May O4, 2004 52:05 PM TIP � 1  @N= 11�?�-1»°P1-I -&#39; I

TO: I | Di92/O9!  FBI! cz-92# 05-cv-0245
SLIDIBCIZ REI Sunset Pl�OVlSiO|&#39;1S 	.T.&#39;l. Tr92.1F|i-atitawtti-t92t ttnt92tT.m&#39;r-1F1&#39;i

HEREIN  1.11-r<3L;=.ee1FIED E92CEP&#39;I
WHERE E1-IDB92TN OTHERWISE

.-
5

SECRET//ORCON,NOFORN
&#39; RECORD 66F-HQ-C1364260 .

I am familiar with this case and information and your written paragraphs accurately state this material.
appreciate your assistance in defending our use of these techniques! |:|

-�---Original Message-----
From:  DivO9!  FBI!
Se : 4 4� 1: 8 PM b2

To:  FBI!
Subject: Sunset Provisions b6

1:>7c

SECRET//ORCON,NOFORN NE
RECORD 66F-HQ-C1364260

classified them as SE ET, but want to ensure that l&#39;m accurately stating the facts. Could you please
proof these for me. l includec the file number at th nly for your reference. l don&#39;t intend to include

|:l l&#39;m still Working hard on this. l want to include the following summaries from your EC. I&#39;ve still

that with my final version nor that these came from  that is for my reference purposes only.!
Thanks so much for all your help.

l:| be &#39; �C

Vve b6

b7C

b2

b6

b7C

b&#39;7E

>< ><}<
><

><_$

D sl�cation Guide&#39;_Q-3. dated 1/97 ence
Investigations .

S_E .NOFORN _

SECRET

6/7/2005

bl

b2

b&#39;7A

b&#39;7E

&#39;l5l



~»* 92 "�d�&#39;-= Message Page 2 of 2

cation Guide G-3, dated 1/97, Foreigp C
DECLASSIFICATION EXEMPILO.N_;1_
RCON.NOFORN *

6/7/2005



* � � Message Page 1 of 1

W ,  DEICLPLSSIFIED BY GE-17&#39;,� DI�III;CL"
From; � lFBl! 01-J CI9*EJ.*Ei]II.5

CA# O5�CV�O845Thursday, May O6, 2004 12:40 PM b6

i D&#39; O9 FBI! bvc  iv ! 

Subject: example for PATRIOT ACT _ ME

Sent:

To:

§ee_;Wr1=ri b2
RECORD 315N] [64028 .

b7E _

|:|l hope this meets your needs; Let me know if you need more. Hard copy is in the mail. Thanks|:| b6
b7C

sific:ation Guide G-3, dated 1/97, Foreign Cou
DECLASSlF

§E<

6/7/2005



. . .

 Rev. Ol~3l�2003! g_ - /si�w .cA# 05-cv-0845

FEDERAL. BUREAU OF INVESTIGATION

Precedence: ROUTINE Date: O4/30/2004

To: Investigative Law Unit Attn:� I u b6
I I b7CCounterterrorism b2 SSA

b7E ITOS I, Conus 4, Tm It

qua 1

Contact: SSA� I
-=~PP=<=ved BY= |:|

_ b2

Drafted By: I laem be
Case ID #:  U! 66F~HQ�Cl36426O  Pending! b7C

b2
Title:  U! US PATRIOT ACT

SUNSET PROVISIONS b7E

Synopsis:  U! Provide detailed "Tear Line" summary of[;;::::::]
example of the benefits of information sharing, through t e
PATRIOT ACT, regarding parallel criminal and intelligence cases
on one subject.!

§g§92"��*~Beriyed,Erom�T"§:§�
_ <BecIassif§�6n+92_Xl92__�92b

Reference:   66F~H ~Cl36426O Serial 5 I b2
29E> 64536 b7E

! 3lEN 64028 _

Administrative:  U! E�mail from ITOS 1, dated O4/30/O4.

Details:  U! Above reference Serial requested offices to provide
the Investigative Law Unit  ILU!, OGC, with "statistics, good
examples or anecdotes... summarizing the benefits the office has
received from the  PATRIOT ACT! rovisions � I:complied with this request. [::f:;;::]was recent re�contactedby ILU to provide more details on e eXample[::::i::::]provided b2
regarding information sharing.

. b7E

 U: :2%§: As requested by ILU,[::;::;;:]is providing ILU
with a summary of the parallel crimina an intelligence

sf§§§gL



&#39; A

T<>= &#39;-><> From Iii » �Z
Re:  U! 66F�HQ�Cl36426O, 04/30/2004 b7E

investigations regarding subject [::::::::::] which resulted in
the successful prosecution and deportation of the subject. -

,-£5?
5&#39; bl

�b2
b7E

 U! Therefore, for the benefit of ILU,[:::::::::]is
providing both a detailed classified summary, followed by a b2
"Tear�Line" summary, approved by[:::::::::]and ITOS l, for the b7E
use of ILU.

:2] .f. 3 is B 1 il_ Li]
 El

bl

b2

b6

b&#39;7A

b7C

b7E

<2:

sE;>X<r
2



324%� b2
To: ?&#39;.> From: |:| hm
Re: �! 66F�HQ�C136426O, 04/30/2004

8

.15!

»Sh

 U! Outlined below, is an unclassified "Tear Line"
summary for the use of ILU. bl

b2

b6

b7C

b7D

_ _ _ _ _ _ _ _ _ _ _ _ _.-_-rrear� Line_________--_-_----_______
Unclassified

Summary Background: In the aftermath of the September llth

terrorist attacks, a subject,| I

:S_-;§.B.% b6
3 b7C



T<>= W Fr<>m=� |:| �*2
Re:  U! 66F�HQ�Cl36426O, O4/30/2004 hm

was identified by a reliable
asset as among a group of Islamic extremists residing in
the US. The Su ject was an outspoken supporter of Osama Bin
Laden and a self�proclaimed admirer of the September llth r
terrorists. Early inquiries into the Subiect&#39;s background
disclosed the fact that� I

Due to Subject�s extremist views. affiliations with
other terrorism subjects,� I

I Therefore, cited]
criminal case was opened. Early investigations confirmed that

As noted above, the subject was initially identified as
a terrorist subject through asset reporting. Upon receipt of
this asset information regarding his financial activities, a
separate criminal investigation was opened. During the criminal
investigation, asset reporting was continually passed to the
criminal investigators to provide investigative lead information
and important background and behavioral assessment information.
Additionally, timely asset information also assisted in the
successful planning and execution of Subject&#39;s arrest, after it

%m<

4

b2

b6

b7C

b7E

b2

b7E



§§Q§§T
b2To: ?? From: [::::::::]

Re:  U! 66F�HQ�Cl36426O, O4/30/2004 b7E

was determined that Subject was planning on leaving the country
on short notice.

� � � ~ ~ ~ ~ ~ ~ ~ ~ ~ � ������Tear Line~~~���������

Set Lead 1:  Info!

Y COUNTERTERRORISM i

AT WASHINGTON, D.C.

SEQ?
5



U

@< ><
To: ?? From: [;;:%;;;%] b2
Re:  U! 66F�HQ� 1 , O4/30/2004 b7E

 U! For information.

Set Lead 2:  Info!

GENERAL CGUNSEL

AT WASHINGTON, DC

 U! For information.

§}@@>@=:
6,



-  �Message y . PHg¬10f1

From; &#39; tDi92/ !9!  FB|! b6  @5179 mm,-"-::Ls
Sent: Tuesday, May 11, 2004 5:23 Pl92/l _ b7C CA# O5�C92/�-0845

T<== lil<D~<>9> <FB&#39;>
Subject: Sunset Provisions

Eemzi &#39; b6

RECORD 66F-HQ-C1364260 NC

|Q- Attached are the two documents l provided to O  The 1st document is the summary of
t e&#39; ie d survey that l&#39;m currently putting together. I did leave in the classified portions for you. The 2nd -
document was a brief summary we provided to DOJ in March.

The consistent comment from the field was that the information sharing provisions �03 and 218! were the most
important provisions in the Patriot Act. As you know, they have significantly altered the way we conduct business _
on a daily basis. This was a consistent point made in the field responses. They pointed to the joint task forces,
better communications with other agencies, better working relationships across the board because they are no
_longer stifled by fear that they may iriadvertantly share information incorrectly, better use of resources, etc.

While we know that 218 opened the door for more communications from the intell to the criminal side, does NSLB
have any opinion on what effect the expiration of 218 would have on the FISC court opinion? Would this
essentially then rebuild the wall? _.

If I can help, please feel free to contact me.

b2

b7C

sific-ation Guide G-3, dated 1/97, Foreign Counter
DECLASSIFICATION EXEMPTION1

6/7/2005 &#39;



-�aw. -Message  &#39; i Page 1 of 2

From: I | Div09!  FBI! b6
Sent: Tuesday, May 18, 2004 13:08 PM we
To:   DivOt!!  FBI!
Cc: Div0O!  Pei!! | Div09!  FBl!|:|

 DivO9!  FBI!; BOWMA , . IV _

Subject: RE: Statistics re USA PATRIOT Act provisions

CA# O5�CV�O845

loco!  FBI!

ALT. Ti�-IFt_!RI92"l.P92F� TON t_�.t&#39;!I92iT AT?�-IE T3
SENSFHVE BUT UNCLASS|F|ED HEREIN  LTI&#39;JCLAS3IE&#39;IED EXCEPT
NQN.-REQQRD WHERE setottw OTHERWISE

DATE: 01-03-2006
CLASSIFIED BY 651?? dmhfhaw U5�cv�U5

SE T P.E[&#39;-.50}-I: 1. *1
. DECLASSIFY OH: U1�U3�ZU31

|:|please be advised that the use of 215 mentioned below just refers to a field office having submitted
requests. As of last week, we still had not received a business record order. There was a possibility that one b6
went through this past Friday to the FlSC, and we are still waiting to hear from OIPR as whether this in fact b-,C
happened. We&#39;ll let you know no later thantomorrow what the response is.

--�--Ori inal Messa e���--

Froml |Div09!  FBI!
Sent: Tuesda Ma 18, 2004- 2:03 PM -

- To| [pit/00*»  FBIl&#39; BOWMAN, MARION E.  oft/09!  FBI!;  - 1,6
 Div09i_ FBIi_;| -1DlVO9!  FBI!c<:| |oi92/00!  FBI! �C
Su Ject: RE: Statistics re USA PATRIOT Act provisions

UNCLASSIFIED

NON-RECORQ b6

45

&#39;  l can provide you the results from the field survey that OGC conducted, however, l can also b7c
guarantee thatthese are not entirely accurate numbers. The field survey was voluntary, and the level of
detail provided varied betweew the field offices. Furthermore, since then l have been advised that some
HQ divisions have been utilizing various Patriot Act tools. and I did not receive any contributions from any
HQ division on this sun/ey, so their use is not included in any numbers that l have.

The field offices reported the following: bl

Section 206 ~ Rov n 0 IS Uimasiiiiiiiiiii I: S II b2&#39; &#39; rs if

Section215*Usm:|idFdditional orders currently in approval process b7
Section 213 - Delayed Notice forigallrch Warrants - This is not a sunset provision, so we did not seek field
input on this specific provision at this time. » .

i El

Also - as you are aware, field offices collect statistics on their accomplishments  i.e. search warrants
executed!. l believe that Finance Division maintains, compiles, and reports these statistics. They may
have more accurate field wide numbers.

l hope this is helpful.

AssistantGeneral Counsel  l  :56�

6/7/2005 u

E



Message
5El3£ET _ i i Page20f2

investigative Law Unit b2

b7C

1-----OriginalMessage ---- --
From: DivOO!  FBI!
Sent: Tuesday, May 18, 2004 1:41 PM
To: BOWMAN, MARION E. Div &#39;

I |§ Div09l_ FE-Ii�
Cc DivOO!  FBI! &#39; b6
Subject: Statistics re USA PATRIOT Act provisions b7C
Importance: High &#39;

UNCLA |E_Q
NON- CO

In anticipation of the Director&#39;s scheduled appearance before the Senate Judiciary Committee this
Thursday, May 20th, we are trying to confirm the number of times we have used Delayed Notice
 so-called "Sneak and Peek�! Warrants, FISA Fioving Wiretaps, and FISA Orders for
Tangible Things  i.e., so-called Section 215 Orders!, since passage of the USA PATRIOT Act.

0" 09!  FBI!;on/09!  FBI! N I:

l realize there are several potential complications with compiling such numbers  e.g., Delayed
Notice Warrants used in traditional criminal cases, classification issues re 215 Orders, etc.!.
Nevertheless, if any of you could provide some input on this, it would be very helpful. We can &#39;
almost guarantee the Director will be asked about the numbers when he testifies.

ls DOJ compiling numbers? ls there anyone at OLP or OIPR who may know?

Thanks, _

Oiiice oi gongressional Affairs b2
b&#39;7C

UNCLASSI IED

UNCLASS ED

_ stz�er
SENSITIVE/B T UNCLQSIFIED

6/7/2005



~r I� �P Message " Page 1 of2

I I oec!  FBI!-,.,....,.....,,,..»,,....._.».W.W,....,.,.,...,,..,..,,-,»,..m,,.,..,..�,,.,»....92..., s>~.M.,.~~......~.. W. t  ..~..,..,..~_.92...W...., V492I /I »,.,.,....,.W , .,..,..,m.- . ..,92.~.. M

Sent: Friday, July O2, 2004 1:57 PM b6

P-LL II"IE&#39;OR1�*&#39;IATIO192I CONT -XINED
HEREIN If-J I.II&#39;~II.I1Li*.SSIFIEL
l_J.»°-.&#39;l&#39;l_*l I39 El EEIEIEI BY 651179 I_JIV1II¢".[_:J_lIJ

To: I Iooc!  FBI! bvc
Subject: RE: Sunset Provisions - Roving PISA order b7E

CLASSIFIED.

CAII O5�CV�O845

NON RECORD

I believe we used the roving; PISA onI
wo se erate cases file numbers and PISA reduests

I hope I did not confuse the matter.
b6

III we

-----Ori�inal Messa?e-----From OGC!  FBI!
Sent: Tuesday, June 22, 2004 12:01 PM

T° "B1>
Su Ject: RE: unset Provisions - Roving FISA order
SENSITIVE BUT UNCLASSIIFIEQ
NON-RECORD

I:I- I&#39;m making final revisions to my surnrnary of examples where we sed_Li*_te various Su_13set_Qrovisi0nsfound in the Patriot Act. As you may recall, you had responded that thoI I

b2

b6

b7C

b7E

b2

b5

b6

b7A

- b7C

b7E

Now that there has been a
u5|Ic indictment and press release on this case, how would you like me to cover this e><amole?I I

cassiie . m correct.

Thanksforyourinput. b2 , b5, b-7;;
---�-Ori Inal Messa e-----

F~»m=i<rB1>
Sent: |92/Ionda Ma 03 2004 1:20 PMT<>=I  ~ QDIVOJ!  FBI!
Subject: RE: Sunset Provisions - Roving PISA order

SENSITIVE BUT UNC LASSIFIEQ
NON-RECORD .

b2

b6

b7C

b7E

I assume that it isI ILISG-3 with the specifics of this case that make it
&#39;2

l~liI:I the case I was relerrind to was thtI l &#39; Icase andthe spin-0 cases agai"istI 9&#39; I3t:>I92II I7t500andI I5t5N 71501.|The|_techniq_ue used was I t-eliev
IThese oases are still pending and are

highly classified due to the PISA and other teoI&#39;~.niqi.Ies being used.

G b6 I
I b7C

6/7/2005 .

b6

InotI IThese are related cases, but- &#39; &#39; b7A

SENSITIVE BUT UN

I , . I believe the royind_partI:IAstaraSl Isovw
can use as muc o the press release information  you would like.

b2

b6

b&#39;7A

b7C

b7E



R� �L Message Page 2 of 2

�-�--Ori inal Messa e---~- 1,2

From= Dlv@@><rB1>
Sent: Frida , A >riI 30, 2004 12:07 PM

I K !T0: FBI
Subject: FW: Sunset Provisions - Roving FISA order

.$_E NS! T. L92LE B U &#39;[UN_Q_LA§§|_ELE_D.
NQN-B. E_C 0 Fl D.

--�-�OriEinal Message-�--�From: Div09!  FBI!
Sent: Frida A>riI 30 2004 12:03 Plvl

Subject: Sunset Provisions - Roving FIS/-92 order

SENSITIVE BUT UNCLASSIFIED
NON-RECOBQ

b6

b7C

b7/E

b2

b6

b7C

b&#39;7E

|:I- Thanks for your response lo our call lo the field for examples using the sunset
provisions. I&#39;m rzomoillng the results for the GO In your EC, vou noted that thel I
RA JTTFI
info on this use?� It seems II&#39;I<e a good
you want it classified. You noted it we
label it law enforcement sensitive?

Thanks.

I:| 1,6
b7C

SENSITIVE BUT UNCLASSIFIED

SENSITIVE BUT UNCLASS_IF|E_I1

SENSITIVE BUT UNCLASSIFIED

SENSITIVE BUT UNCLAS_S_IFI.EQ

SENSITIVE BUT UNCLASSIFIED

6/7/2005

ml Can I get more
case to include as an example. so let me know how
s still an ongoing case, so should vve classify it? orjust

b2

b6

b7A

b7C

b7E



on 9e2 400.5 _
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DECL. :1 .1-. &#39;31- b�Z _

cA# O5_cV_O845 ALL II"-IFORFIATION CCiNI�}tII"-IEK
t-lt:Zt92�t5J_l92|  l.lI&#39;-1Z_�L11il-Jb�.Ll:�J.l;�l.L t:Zt92.t__.t-1

From; � | | oec!  FBI
Sent: Tuesday, July O6, 2004 �I 1 :28 Al92/l

T<>= l:l@&#39;iD> <FB*>

!

b6

Subject: Additional case information ~ Patriot Act Examples bvc

N
RECORD 66F-HQ-C1364260

" b6

In finalizing my summary of Patriot Act examples, l�ve come across some great cases oul of|:| however, I 1,-7E

lrlf-ih££*.l:£ 51-i£_iI1itlI92l "_:i*riai;i92it1si1

b2

need some additional information in order to make the connection to how the Patriot Act provisions were indeed -
helpful. ls there someone in your office that might be familiar with these cases that l could speak to briefly?

Thank you. .

ll ssistant enera ounscl. . . b2
Investigative Law Unit
Office of the General Counsel b6

iii N C

bl

b2

b6

b7A

b7C

b7E

EJlae_l ligencecalanygstigatignsDERIVED FROM: G-3 FBI Cla e G;3,,_¬lZtl,e¢iJl97. _
DECLASSIFICATION EXEMPTIQN L

§E ORN _ _

6/7/2005 &#39;

SE ET



.< .. Message

From: I I OGC!  FBI! b6

Sent: Friday, July O2, 2004 3:89 PM _ b7C

To"  CTD!  FBI!

ALL INFCRMATICM CONTAI
HEREIN IS UNCLASSIFIED
DATE U9*25*2BB5 HY 551

CA# O5�CV�O845

Page l ofl

MED

79 UNHECLS

cc:  O<=<>> <FBi> <@@@> <FBi>|:|@CA>
 FBI!

Subject: Case examples for Sunset Provisions of the Patriot Act

SENSITIVE BUT UNCLASSIFIED
NON-RECORD &#39;

|:|- As per our conversation earlier today, attached please find a WP document which lists many cases we
the field offices provided to me as examples of our use of the Patriot Act. l have organized this list based upon
the section of the Act that was utiliz_ed. For most of these cases, I have very limited information regarding the
case, so the case summaries you mentioned would be very helpful. Where l had additional information, I included
a brief statement that may assist CTD in determining how the Patriot Act was useful to that case. l hope this is
helpful to CTD as they collect examples.

If l can be of further assistance, please feel free to contact me or the National Security Law Branch.

l:l
Assistant General Counsel b2

Investigative Law Unit b6
Office of the General Counsel

l:l �C

SENSITIVE BUT UNCLASSIFIED

. 6/&#39;7/2005
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DECL11.SSIE&#39;IEIIIIi BY GE-179 1I11�*IH,"&#39;iIILS
ON [I9  2005

CA# O5�CV�O845

From: | lose!  FBI! b6
Sent: Tuesday, July 06,2004 5:49 P|92/l 4 �C

r<>= lilesci <rBi>;l:|i@@@> trail
Subject: Synopsis of Field Response for use of Patriot Act Sunset Provisions

ORN
RECORD ssi=-Ho-c1sé42eg be

l Attached is my draft synopsis of the field response to our survey this spring on the use of the b&#39;i�C
sunset provisions to the Patriot Act. As you will see, it includes a brief paragraph describing the provision,
general comments from the field anc the number of times the field reported using a provision, along with more
speci�c examples.

l plan to do my final review of this document on Friday morning, however, wanted to provide you an opportunity to
review it overthe next several days if you desire. l plan to seek OGC approval to release this document to CAO
on Friday so that they may respond to the DCl&#39;s request lor examples.

If you have any questions, l&#39;ll be happy to answer them on Friday.

|:| t ht
b7C

DERIVED FRO &#39; - &#39; �cation Guide G-3 dated 1/97 Forei tigations&#39; - -v -I -_-__~~-_----» MW W 1 _--______-___-_____>:_.__ _ __..___.__. A_. ___ ._.Q.___.. ._.. .__
DEC LASSlFlCATLO_N__.EX.E.M PTIQ N 1

§ECRETl/ORC 
ii _

6/7/2005
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x T�! �P Message PElg6 1 Of6
[&#39;I3CL_?&#39;~_SE&#39;IE�IED BY r5E!_I."�3 DI�IH"II�LS
Ii!!�-J D9 Z5 ZEIG5

CA# O5*C92/@0845

Ioec!  FBI!
Fm I:I<>TD> <EBi> we
Sent: Friday, July O9, 2004 1:39 PM .

MAN l92/IAFIION E IOGCI IFBIITo:  A . .  |
OGC!_ FBI! 060!  FBI!;  oec!  FBl!� |

| | CD!  FBI! -&#39; Cc: VAN ! FBl!; OCA! FBl! CA!
FBI ; . CK w. roe , ;

b6OCA!  FBI!;  OGC!  FBI!

Subject: RE: Tasking from DCI - Renewed Request for PATRIOT Act Examples b7C

RECORD 66F-HQ-A1-413614-G be
b7C

Attached are the case write ups from  ETD  ITOSE E! §I&#39;!aI&#39; we discussed ;_&#39;>revi<3;.i5iy.

|:| be
b7C

-----Ori inal Messa e-----From:  OC.A!  FBI! �
Sent: Friday, July 09, 2004 1:04 PMT0: BOWMAN MARION E. osc  EB1!; occ!  FBI! oc-ac!  FBI!;  OGC!  FBI!;  cw!  FBI!; 0! FBI! &#39; R6
Cc: VAN DUYN DONALD N. cw!  EBI!; OCA!  FBI!; OCA! hm FBI!; OCA!  FBI!; KELLEY, PATRICK w.  oec!  FBI!;  OCA!
 FBI!;  OGC!  FBI!
Subject: RE: Tasking from DCI - Renewed Request for PATRIOT Act Examples

UNCLASSIFIEQ
NON_-RECORQ I

I agree that we should not try to meet durirtg Ifluecéor Tenet�s vi:<.=it.�WiIl H100 ~.-ws&#39;l< for others�? Please let
me know via email.

Thanks, b6

---~-Original Message-~-~ _
From: BOWMAN, MARION E.  OGC!  FBI!
Sent: Frida Jul O9 12004 11:04 AM

To=| [0cA! FB1!;| Iosc!  FBI! b6
 occ! Fs1!;|i|oc;c! EB1!;| Icro!  FBI!; bvc
 co!  FBI!Cc: VAN DUYN, DONAl-D N.  CTD!  FBI!;| | oc/»92!  FB1!
OCA FBI!; oc/-92!  FBI!; KELLEY, PATRICK w. <0ec!  FBI!;|:l@¢A> @@¢> cwu Ject: RE: Tasking from DCI - Renewed Request for PATRIOT Act Examples

6/7/2005 I



5 &#39;- Message

6/7/2005

I _ V Page 2 of 6

UNCLASSlFlE_Q
NON-RECORQ

This turns out to be a ijad time as L�-Director  is leeing presented with an award at hat time --
perhaps we could make it TOO?

--�--Ori inal Messa e-�---

 en hr
Se &#39;  PM bjc
 I! 51> 1
CC UNA

OGC!  EB ;

OGC!  FB1!;| crO! EEs1!-  CD!_ FBI!
= UYN, OONALO N.  CTD!  E511 &#39;OCA!  ; |

|:|OCA!  FBI!; BOWMAN, MARION E. OGC FBI - ;
KELLEY, PATRICK 92/v.  OGC!  FBI!; ;
 oec!  FBI!
Subject: RE: Tasking from DCI � Renewed Request for PATRIOT Act Examples
Importance: High

1jCLASSlFlEjl
NON-RECORD

The Community l92/lariagerreni slat? ms intzulred about our pr:>gi"ess  collecting examples of
the FBl&#39;s utilizat on of the USA F�ATE<.lOT Act provésioris that are due to sunset.

l am aware that lLU is preparirg a report on the topic that E5i�"iC}l.lit&#39;..l  largely completed by
tomorrow. l am also a92/~/a re that  .7/i"l.ll iias soliciéerl some ¬l T§£l§&#39;{lOl&#39;E&?.l examples from field
ollioes, with a deadline oz�  flCli?3 trgwriorrow. i�m �Lll"iSLZ§�¬ wl"ietnei&#39; l92lE5l..U has been able to gather
any further examples, pari"éc:ularly F*lSA»relat<>cl e><en",p%es. Hetw: tree materials; i provided from
the EOUSA canvass proven hel,r;-fut  ti&#39;acl<ieg down any relaiec� FEE examples?

Please try to collect your best examples for inclusion in the claesi¬ie<l report being prepared
by the Community l92/lanagement steel  soon as possible.

Also, please advise whether you would be avaiiaiple to meet wélli l re Community
Management reps next f§f_u__g;_§_,<;i;,;,;;_y,,Uc_lL;iy__j_§_,_at____1__Q_,;Q3Q___a_ijr1, to discusta the examples gathered so
far. and to agree upon a deadline for  coinpletion  this t.asi<ing.

Thank you for your continuecl zassiaamicz-2 on this matter,

Iii 1,2
�i A

----H-Original Message�~--NC
From:  OCA!  FBI! -
Sen : T ur a 4 9:29 Al92&#39;l

To:  OGO  Fenlilocci  rei!;| l |<crO>  FBI! I
 cp!  FBI!
Cc: vAN DUYN, DONALD N. rcrp!  FBI!;| |rOcAi_ri=B1 - b6
|:| OCA! EB1!; BOWMAN, MARION E. OGCl  EBI!_| we
¬ocAi inst? KELLEY, PATRICK w.  OGC!  FBI!; OCA!  FBI!;

 OGC!  FBI!
Subject: RE: Tasking from DC} � Renewed Request for PATRIOT Act Examples

Importance: High



Message

6/7/2005

Page 3 of 6

QKJLASSEQ
DLQN-B ECORD

To<?lay�s meeting; lwas  p<>sIpc>ne<1�%o zzilw.» us more  £0 �rm up the FBl&#39;s
examples. The Ineeting WI-il be I&#39;escheIilIIler.E for next weei<.. in The meemime, please
corwlinue to review  I"&#39;ll{�:�II?3l&#39;lZ%"Ilr5 pm;-vio:.zs%y provlcieci,  corziacl the necesary
personnel within your Ieszspecztive divleiclns/IIIIlis I0 sc>ll<:i% zmcnlfiional examples of the
Fl3l�s u�lizatéon of £310 US/l92 P.192TRlOT,=192.I:t. .

ThaIIk you,
&#39; b2

lil b;
OCA

|:| we

���--Ori inal Messa e----�

I=»»m=|i|@@A><FB1> A
Sent: Tuesda June 29 2004 8:37 Al92/l

ml | oec! FBI!; oec FBI!; 1��
oec!  FBI!;| [cII>!  FBI!;I | CD!  FBI!

Cc: vAN DUYN DONALDN  cT0! FBI!; OCA FB -
OCA!  FBI! B092A/NIAN, BI ~

 OCA!  FBI!; KELLEY, PATRICK W.  OGC!. FBI!;
 OCA!  FBI!
Sulbjectz RE: Tasklng from DCI - Renewed Request for PATRIOT Act Examples
Importance: High

LJ_l 1.C_l-A§1SJ_F.l.E Q
Ni 2.N_-BLi..¬ZQ_R_l2

. ., _ . , . b2Due to 1Of.lay&#39;e ;�!l23lll�lG}{.l evacIIzIlIorI dml, zhe meenng wIm|:|reps has been
poszponerj until Tl"IIII*sc¬ay at �I110-C! am

Please advise ix� you will be abie I0 attend.

Tl!anl< ou- y * b2

| | b6
92/ A

|:l I W

-----Ori lnal Messa  -

From:  0cA!  FBI!
Sent: Frlcla June 25 2004 11:10 Al�/l

ml | cIB!  FBI!; be;
 occ!  FBI!;  oec, FBI!;
 oec!  FBI!;  co!  FBI �C
Cc: VAN DUYN, DONALD N.  CTD!  FBI!;|&#39; |0cA!
 FBI!; ocA!  FBI!; BOWMAN, MARION E.  oec!
 FBI!;  ocA!  FBI - KELLEY PATRICK vv.  oec!

Ii FBI!;  CID!  FBI!;  OCA!  FBI!
Subject: Tasking from DCI - Renewed Request for PATRIOT Act
Examples A _
Importance: High
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&#39; Page 4 of 6

LN C l-A 3 SLEIQ.
NQL-B_E_QQ R D

Your assistance is needed on the following tasking:

ln letters dated ivlarch 23, April 28, and June 111, 2004, Sen. Dianne
Feinstein has requested the Attorney General  AG! and the Director of
Central intelligence  DCl! to undertake a comprehensive review of the
implementation of the USA PATRIQT Act. Sen. Felnstein�s most recent
letter, which includes her earlier letters as enclosures, is attached  see
email from ExecSec!.

Sen. Feinstein&#39;s letters coincide with DOJ&#39;s own efforts to compile
examples of PATFtlOT Act successes for congressional testimony,
required reports, and related purposes. As most of you know, the FBI
has frequently been tasked with collecting such examples.

In an effort to respond to Sen. Feinstein and to create a comprehensive
report on the PATRIOT Act that can be used for different purposes, the
AG and DCI agreed to tne following division of labor: DOJ agreed to
prepare a section~by�section legal analysis of the Act and an unclassified
report on the Act&#39;s implementation. l92/leanwhile, the DCI  through the
Legal Counsel for the Deputy DCl for Community Management! agreed
to draft a classified report containing examples of different PATRIOT Act
provisions, particularly the sixteen provisions due to expire in 2005.

Drafts of DOJ&#39;s section-by-section analysis and the unclassified report
are attached. Both of these are in draft form, so they should not
be distributed as finished products-. l92levertheless, I&#39;m told that both are
close to completion.

Earlier this week, the FBl was tasked with providing input for the
classified report on tne sixteen provisions due to sunset. Specifically,
we have been asked to compile ten to fifteen "examples that reflect the
FBl�s use of these provisions and how they have enhanced the
accomplishment of the FBl&#39;s mission." &#39;

l had hoped that we might already have sufficient examples from prior
taskings to satisfy this request, but it appears that we may have
purposely avoided compiling classified examples, and many of our
unclassified examples have apparently been included in DOJ&#39;s draft
report. Accordingly, l am seeking your assistance in compiling additional
PATFilOT Act examples.

There is some good news here: ln the process of preparing the
attached unclassified report, DOJ canvassed all of the US Attorneys
across the country for examples. While most provided unclassified
examples, many also provided classified examples. l met with Matthew
Berry in DOJ&#39;s Office of Legal Policy and obtained copies of these
classified examples. This morning, l will deliver copies of this material,
as well as the tasking from the DCI and related materials prepared by the
FBI in lvlarch, to each of the recipients in the �to" line above. �

l92/ly preliminary review of the classified materials supplied by US
Attorneys suggests we will need to do some follow-up to come up with
good examples. Presumably, however, most of the examples are
derived from FBI cases, so we should have a good head start.

Ideally, the DC! would like to receive our examples by next Friday, July



= ** ° Message Page 5 of 6

2, 2004.] land FBl Detaile
are coordinating this effort for the intelligence Community  IC!. They
would like to meet with us next Tuesday} June 29,&#39;2004 to talk about the

b6 project. l&#39;m hoping that, by Tuesday morning, we can review the
materials from DOJ and reexamine any PATRIOT Act examples

b7C compiled in r pon revlous taskings, so they we canprovids and ith a realistic estimate of the examples already
collecte , and the time needed to put them into final form. lt is my hope
that we may have enough raw material to develop the requested
examples, but l will need your input in making this assessment and
collecting any additional facts. &#39;

Please respond by email or phone regarding your availability for a
meeting on Tuesday morning, June 29, at lO:OO am  here at FBIHQ! to
discuss this matter further with our colleagues from the lC.  Those
copied on this email are also welcome to attend.!

Thank you very much,

Office of Con ressional Affairs b2

we

!Jl92l_Q l;A§§_lf_lEQ

M12 l-A 3 §lFl_ED_

Qi QFLED.

UNCLASS|f@[

UNCLAS§lEl§l_IZ

UNCLASSIFIED

Ell : &#39; um

6/7/2005
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�j DE1I§L11.SSIE&#39;IED BY 55179 Dl"IHr"CL¢�

ON [I9  2005

cA# 05�c92/-0845

| | ooc!  FBI!
From. � | OGC!  FBI!.
Sent: Frida Jul 09, 2004 4:24 Pl92/l be

To:   OCiC!  FBI!
Subject: Patriot Act Sunset Provisions: Surnrnary of Field Survey �

T//ORCON,�QEQR_N b6
B ,QF_<HQ-C13§_Q69i we

|:|- Attached is the draft summary of the field survey we conducted seeking input on the sunset provisions. As
you are aware, l am continuing to update tnis with additional examples provided by CTD. l-lowever, is OGC
sufficiently satisfied with the current version to reiease this to OCA so that they may develop a response to letters
from Senator Feinstein and any other congressional responses as they see tit?

Please feel free to contact me ii you have any additional questions�

Thanks --

A b2

b7C

�l?ER+V-E9530-ltlh G-3 FEil.Q_lass ific §_ti_Q|l.G}ii_d_Q,_G;.3L=. ode t.e_<_L1_Z$2.7_,.._Es>_.i;<=>_i.§i it _COL1n,te.£li1te�i%n
DECLASSlF|CAT|QN_EXE_M
T//ORCON  -

6/7/2005



h�eggagg - _ &#39; P&g¬1 Ofl

M foes!  FBI! 52%;
From: I F81! b2

Sent: Friday, July O9, ZIOO4 5101 PM b7C

To: I |<<>@<:> <FBI> - b7E
Subject: FW:

Follow Up Flag: Fo92|ovv up

Flag Status: Flagged

DATE: lE�[&#39;?�ZU]E
CLASSIFIED   DEI1?-�I LE� CPJC
P.E11_!EiC&#39;1f&#39;-I: 1.1} iii�?
DECL.-RSSIE"I&#39; OI"-II lZ�[7�ZU3l]

D EK U9�26�2UUF
 n 55
F&#39;.E.-*1.BC&#39;II"- &#39; . &#39; ""�92
DEC : SSIFY CI�-I: E]

CA# O5�CV�O845

ALL TNFOQWATTOM mo
HEREIN Is UNCLASSI

RECOR b2 , b7A, b7E BU-IERE E1-1OTr[I&#39;-I OTHEEFJ

� *; ,0. /">923:_
FISA trap : " :& pen secuon 0� <31-5,�: 311/;?E¬.1 .>f._  :"<§;~ tires use 0:� PA"??%§ !T Act :-=a.stI"92or&#39;ité@s.

-----Oriinal Messae---�
From

Sen: r| 204 :4

b2 , b6, b7C, b7E

 FBI!
PM

,  F81! b2 , b6, b7C, b7E
Su - .

RECORD b2 , b7A, b7E

I heard bank from *1 A �want.  ;>:&#39;=5vivie<;1 time f%!:;-:~ l�1iiETzbE�:T cré the; tfwrs-2&2 cases 2-iiiucied éo in the

bl

b2

b7A

b7E

DMH/CLS

-2030

HTATNRD
EIEE EXCEPT
155

b2

b6

b7C

b7E

�£53

DERIVED FROM: - ______ _;___&#39;_________�>_cje G-_Ii,_ciateci_ 1/97,_,____1_&#39; .______ n_g_|_gg:lg§lp_924g§§jg
 CATlON EX

#@m§|

D..EBJ,__,_ , . ___E �Jass_i1Eaii9.n__G;1E;J_e_Q,-3,5a.t<;1i1l9,7,:EQ1:eig_v�1:CQu,nie
 @.MEXE.MEI@�_ L Z"?
§_ECRET .

6/7/2005
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DAT . U9 _5-2005 ,
QLASS " ex 65179 nnn�uns
REA »N: 1- f6! WAWR: 1?-�T�?��H
DEBLAEEIFY wN= U9-£5-2939 CLASSIFIED BY @5179 DEM LP cmc

CA# O5�CV�O845-  T REASON: 1.4 cc!
DECLP-.55IEY UNI� l:|3|]

Sl§Cl><&#39;_l:&#39;/OR CQN/N !il}�QRl92l
I  S :| WHERE SI-lC»B92TI92l OTHERWISE

�l�l

 U! Backgrolz./id I/1[0r1n.aIzTo/2;�

><

Section 203 - ll1l:O|�ITl&#39;¢ll&#39;lOH Sl1;ll�lH�é� 1

 U! Thel lizis been iililiziiig Fecleral Grand Jury Subpoenas to
obtain financial records, telephone rec<>i" ls, lnl;ernet usage and liaison with local law

Alfli Tl�-IF�I_&#39;J�RI92&#39;lP92�l�T[&#39;3N [&#39;Tl&#39;JI92�TP92Tl"-IE1�!
HEREIN If-J &#39;.lI"-lCL}&#39;-.5?-JIEIED EXCEPT

bl

b2

b7A

b7C

b7E

l�l

bl

b2

b6

b7A

b7C

b7E

enforcement. intelligence brunches. b-7E

 

sE£:!§Er

S.I£C 1¬CON/NOF0.l2N
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� DECTLiaSSIE�IED BY rS.5l&#39;?§ IIIIMH/CLS
ON D9 ZE EEICIE .

| eeeee         ?B.l.>..... . -    - eeeee .

From: | |<oec>  FBI!
Sent: Tuesday, July 13, 2004 7:03 Plvi b6

Subject: Sunset Examples

E611/or: co_i92.i.,.u.of_o.su
RECORD 66 F-HQ-C1 Q§j26Q

- Attached is my linal version of the sunset examples. l&#39;ve incorporated some of the CTD examples.
NSLB! should be in touch with you tomorrow with additional information on the remainder of the

CTD examples.  The SA she needed to speak with was out oi� the oiiice today.! We found that some of the case
examples provided by CTD did not in lact rely upon any oi the sunset provisions at all, so they tell out of the
analysis.  not unexpectedly!

You will also see that l added two paragraphs addressing tlie ase as l mentioned. l do think this bg
bolsters the argument that we need to ensure that 209 does not sunset, especially since we do not have many
examples of using this provision. b5

&#39; b7A

I also added a com uter tres asser exception example that involves a hack into th computer
systems. this my source ior almost all tho 217 examples!. as going to check with b7¢
the 0 ensure that the will not be upset ii this is used. l told him that we will ¬tSSLll&#39;lT¬ iny y current
summary is OK unless he contacts you tomorrow. T

I think this should be sufficient. Ho 92 " e � e tr contact me it you need anything further. You can reach me
either at home or via my cell phone over the next two days. l plan to be here oi" Friday if this is
still hanging on by then. �

Thanks --

b6

|:| bvc

Qiassifi;a_ti9i1_§Sui.de_ <3-3.,cda_1ed._i_/1212,.E9rei9dCou  .-1.l<m&#39;
DE§LASSlF|CATLO_N_EXEl92/LEi]1ON 1

Q5ggu -

6/7/2005

n



I _ ~=. Message Page l oft
DAT . &#39;U*d1� 5
CLASSIE BY 551?? DHHXCLS

. CLAEEIFY UNI lJ� -2030

| kQK}Q! FEl! CA# 05-cv-0845
mesMoMmMMmWMssM,sWessssmms.ossMs.iM,Mo,use A ,,tsstib6 teaser V ~ ~>- _t ,Wx,

ma. Tl"-IFtIRi92*�t.F92�PTt&#39;!t92i t.oiw.mi-n=.nFrqm;   O@C!  FBI! HEREIN IE1 U1"-ICL.-*l.E2ElIE&#39;IED EXCEP
b7C HHERE SHOWN OTHERWISE

Sent: Wednesday, July 14. 2004 1:05 PM

To: I koec>~
Cc:

Subject: Sunset Provisions

T
FtECOFt xx>Qg

Ena- I reviewed the suinrnaries for the tollowiiwg cases:

<<>@@>  F81! .
DATE: 12-07-2005
CLASSIFIED BY 65179 DHN LP CWC
REASON: 1. 4 re;
DE

b2

b6

55,/4 b7A

SS is � b7C
 SS

SS

XE
4i_��

CLAESIFY ON: lE�0?�E030

bl

b2

b6

b7C

b&#39;7E

*l5i

I added information to each one oi these sumniaries  most often at t

reflect why the provision was
&#39; rt t h &#39; &#39; &#39; Witl ct t � believes that this surnmaimpo ant 0t e Investigation. 1 iespe ol
should be deleted as it does not imp icate any PAl&#39;l?lOT792ct provisi

I W
at t l &#39;th&#39;nthe document b5have so no ec WI I
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Patriot Act Overview

I. Substantive.Criminal Offense:

A. Deterrence and Prevention of Cyberterrorism: l8 U.S.C. § 1030, Computer Fraud and Abuse Act.

1. makes explicit that a hacker need only intend damage, not a paiticular type of consequence or degree of
damage; _

2. adds a new offense for damaging computers used for national security or criminal justice  a!�! B!;
3. makes explicit that the de�nition of �protected computer� includes computers in foreign countries so

long as there is an effect on U.S. interstate or foreign comrneree--so foreigner hacking through a U.S.
computer violates 1030--allows US to assist in intemational hacker investigation or gives US option of
prosecuting such criminals int he U.S.; A

4. allows losses to several computers from a hacker�s course of conduct to be aggregated for purposes of
meeting the $5,000 jurisdictional threshold under  a!�! B!.

5. Adds de�nition of �loss� as including �any reasonable cost to any victim...�
6. increases penalties for hackers who damage protected computers  from a maximtun of 10 years for

first offenders & a maximum of 20 years for repeat offenders! also eliminated mandatory minimum,
7. counts state convictions as �prior offenses� for purpose of recidivist sentencing enhancements

II. Investigative Tools: Most provisions will sunset December 31, 2005.

A. Predicate Offenses: Amends 18 U.S.C. § 2516�!: adding felony violations of 18 U.S.C. § 1030 to the list of
predicate offenses,� authorizing wiretap order to intercept wire commtmications  those involving the human
voice!. Also adds Terrorism offenses as predicate offenses. j

B. Obtaining Voice-mail and Other Stored Voice Communications: stored wire communications are covered
under the same rules as stored electronic communications. Thus, law enforcement can now obtain such
eommimications using the procedures set out in section 2703  such as a search warrant!, rather than those in
the wiretap statute  such as a wiretap order!.

C. Scope of Subpoenas for Electronic Evidence: expands list of �basic subscriber� records that law
enforcement authorities may obtain with a subpoena. The new subsection 2703 c!�! includes �records of
session times and durations,� as well as �any temporarily assigned network address.� In the Intemet context,
such records include the Internet Protocol  IP! address assigned by the provider to the customer or subscriber
for a particular session, as well as the remote IP address from which a customer connects to the provider.
Moreover, the amendments clarify that investigators may use a subpoena to obtain the �means and source of
payment� that a customer uses to pay for his or her account with a commtmications provider, �including any
credit card or bank accotmt number. -

D. Emergency Disclosures by Communications Providers:
1. amends subsection 2702 b!�! to permit, but not require, a service provider to disclose to law

enforcement either content or non-content customer records in emergencies involving an immediate
risk of death or serious physical injury to any person. This voluntary disclosure, however, does not

1 This amendment does not affect applications to intercept electronic communications in hacking
investigations. As before, investigators may base an application to intercept electronic communications on any federal
felony criminal violation. l8 U.S.C. § 2516�!.
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create an af�rmative obligation to review customer commtmications in search of such imminent

dangers.
2. clari�es that service providers do have the statutory authority to disclose non-content records to

protect their rights and property.  subsection 2702 c!�!!.

E. Intercepting the Communications of Computer Trespassers
1. allows victims of computer attacks to authorize persons �acting under color of law� to intercept the

communications of a computer trespasser transmitted to, through, or from a protected computer?
Both criminal and intelligence investigations quality, but the authority to intercept ceases at the
conclusion of the investigation.

2. Four requirements must be met before monitoring can occur:
a. the owner or operator of the protected computer must authorize the interception of the

trespasser�s communications.
b. the person who intercepts the communication must be lawfully engaged in an ongoing

investigation. 92
c. the person acting under color of law must have reasonable grounds to believe that the contents

of the communication to be intercepted will be relevant to the ongoing investigation.
d. investigators are permitted to intercept only the commtmications sent or received by

trespassers. Thus, this section would only apply where the con�guration of the computer�
system allows the interception of communications to and from the trespasser, and not the
interception of non-consenting users authorized to use the computer. _

3. Anticipate further DOJ/FBI guidance on procedures to doctunent �consent�

F. Nationwide Search Warrants for Stored Communications: 4
l. allows investigators to use section 2703 a! warrants to compel records outside of the district in which

the court is located, just as they use federal grand jmy subpoenas and orders under section 2703 d!.
2. This change enables courts with jurisdiction over investigations to compel evidence directly, without

requiring the intervention of agents, prosecutors, and judges in the districts where major lSPs are
located.

G. Authority for Delaying Notice of the Execution of a Warrant
l. amending 18 U.S.C. § 3103a to create a uniform statutory standard authorizing courts to delay the

provision of required notice if the court �nds �reasonable cause� to believe that providing immediate
noti�cation of the execution of the warrant may have an adverse result as de�ned by l8 U.S.C. § 2705
 including endangering the life or physical safety of an individual, �ight from prosecution, evidence
tampering, witness intimidation, or otherwise seriously jeopardizing an investigation or unduly
delaying a trial!. The section provides for the giving of notice within a �reasonable period� of a
warrant�s execution, which period can be further extended by a court for good cause.

2. the Department may be providing additional guidance with respect to the use of this delayed notice
provision. The Department expects that delayed notice will continue to be an infrequent exception to
the general rule that.notice of the execution of a warrant will be provided promptly.

H. Clarifying the Scope of the Cable Act: amends title 47, section 55 l e!�! D!, to clarify that ECPA, the
wiretap statute, and the trap and trace statute govem disclosures by cable companies that relate to the provision
of communication services � such as telephone and Internet services. The amendment preserves, however, the
Cable Aet�s primacy with respect to records revealing what ordinary cablh television programing a customer

2 �computer trespasser� is de�ned to include any person who accesses cl protected computer  as
" de�ned in section 1030 of title l8! without authorization. In addition, the de�nition explicitly excludes any

person �known by the owner or operator of the protected computer to have an existing contractual
relationship with the owner or operator for access to all or part of the computer.� 18 U.S.C. § 25lO�l!.



a ronal Security: all provisions below will sunset in December 2005

Foreign Intelligence Information: amends 50 U.S.C. l804 a!�! B! and l823 a!�! B! to pennit FISA
surveillance and search requests if they are for a �signi�cant� intelligent gathering purpose, rather than
�the� purpose. Suggests a recognition that parallel intelligence and criminal investigations may occur
on the same target.

Roving Surveillance: expands FISA court orders to allow �roving� surveillance similar to Title III.

Duration of FISA surveillance: for electronic surveillance, the initial period authorized for 120 days
 from 90 days! and extensions from 90 days to one year. For physical searches, the initial period
authorized for 90 days  from 45!.

Pen Register and Trap and Trade Authority under FISA: allows order based only on certi�cation that
the information obtained would be relevant to an on-going intelligence investigation when it is for the
protection against international terrorism or clandestine intelligence activities, provided that
investigations of U.S. persons is not based solely on First Amendment activities.

Access to Records and Other Items under FISA: Requires a FISA court order to obtain business
records; allows any FBI designee no lower than Assistant Special Agent in Charge to apply to FISA
court for ex parte order; limits the use of this authority to investigations to protect against intemational
terrorism or clandestine intelligence activities; investigations of U.S. persons may not be based solely
on First Amendment activities.

Information Sharing and Other Provisions

Authority to share criminal investigative information.

Grand Jgy Information: Allows intelligence or counterintelligence or foreign intelligence information
obtained in grand jury proceedings or otherwise as part of a criminal investigation to be shared with
any Federal law enforcement, intelligence, protective, immigration, national defense, or national
security of�cial in order to assist the of�cial receiving that information in the performance of his
of�cial duties.

a. Requires 6 e! noti�cation to court after disclosure stating the fact that such information was
disclosed and the departments, agencies, or entities to which disclosure was made.

Title III Infonnation: Any investigative or law enforcement of�cer, or attomey for the Government,
who by any means authorized by this chapter, has obtained knowledge of the contents of any wire,
oral, or electronic communication, or evidence derived therefrom, may disclose such contents to any
other Federal law enforcement, intelligence, protective, immigration, national defense, or national
security of�cial to the extent that such contents include foreign intelligence or counterintelligence  as
defmed in section 3 of the National Security Act of 1947 �0 U.S.C. 4Ola!!, or foreign intelligence
information  as de�ned in subsection   I9! of section 25 l0 of this title!, to assist the of�cial who is to
receive that infonnation in the performance of his of�cial duties.

Foreign Intelligence Information: Notwithstanding any other provision of law, it shall be lawful for
foreign intelligence or coimterintelligence  as defined in section 3 of the National Security Act of 1947
�0 U.S.C. 40 la!! or foreign intelligence information obtained as part of a criminal investigation to be
disclosed to any Federal law enforcement, intelligence, protective, immigration, national defense, or
national security of�cial in order to assist the of�cial receiving that information in the performance of
his of�cial duties.
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4. Recipient may use the information only as necessary in the conduct of that person�s official duties
subject to any limitations on the unauthorized disclosure of such information.

5. Attorney General must establish procedures for the disclosure of information pursuant to Title III
and Rule �! e! that identi�es a U.S. person.

6. Requires the Attomey General to disclose to the CIA Director foreign intelligence acquired by the
Justice Department in the course of a criminal investigation, except when disclosing such information
would jeopardize an ongoing investigation.

B. Secret Service Jurisdiction: Amends 18 U.S.C. 1030 d! l!:

l. The United States Secret Service shall, in addition to any other agency having such authority, have the
authority to investigate offenses under the Computer Fraud and Abuse Act.

2. The Federal Bureau of Investigation shall have primary authority to investigate offenses under
subsection  a! l! for any cases involving espionage, foreign counterintelligence, information protected
against unauthorized disclosure for reasons of national defense or foreign relations, or Restricted Data
 as that tenn is de�ned in section 11y of the Atomic Energy Act of 1954 �2 U.S.C. 2Ol4 y!!, except
for offenses affecting the duties of the United States Secret Service pursuant to section 3056 a! of this
title.

3. Such authority shall be exercised in accordance with an agreement which shall be entered into by the
Secretary of the Treasury and the Attorney General.

C. Expansion of National Electronic Crime Task Force Initiative.

1. Directs the Secret Service to develop a national network of electronic crime task forces, based on the
New York Electronic Crimes Task Force model, for the purpose of preventing, detecting, and
investigating various forms of electronic crimes, including potential terrorist attacks against critical
infrastructure and �nancial payment systems.

D. Development & Support of Cybersecurity Forensic Capabilities: Requires the Attomey General to establish
regional computer forensic laboratories.

December 28, 2001
C:92WINDOWS92TEMP92PATRIOTA.WPD
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The Honorable John D. Ashcroft i

Attorney General of the United States
U.S. Department of Justice
950 Pennsylvania Avenue, N.W.
Washington, DC 20530

Dear Attorney General Ashcroft:

As the Chairman and Ranking Member of the House Committee on the Judiciary, it is our responsibility to conduct
oversight of the Department of J ustice�s efforts to combat terrorism, which includes implementation of the USA
PATRIOT Act  �Act�! signed into law by President Bush on October 26, 2001. In response to our letter of June 13, 2002,
you provided us with information regarding the use of these new tools, which helped us to understand the complexity and
extensive scope of the effort to implement the law.

The Department of Justice has also been faced with signi�cant new challenges to which it has responded using existing
authorities as well as those contained in the Act. This letter seeks information regarding the use of preexisting authorities
and the new authorities conferred by the Act.

Unless otherwise indicated, please provide your responses to the Committee current through March 31, 2003. In addition,
if any answer requires the disclosure of classi�ed material, please provide those answers under separate cover to the
Committee or to the House Permanent Select Committee on Intelligence  �HPSCI�! in accordance with appropriate
security procedures. We will review those responses under appropriate procedures that HPSCI and this Committee
establish pursuant to the rules of the House. A

To the extent that a question relates to the authority or operations of the Immigration and Naturalization Sen/ice, all of
which have been transferred to the Department of Homeland Security  �DHS�!, you may either answer the question or
refer the questions to the appropriate of�cial at DHS. If you refer the question to DHS, please notify us of the identity of
the of�cial to whom the question has been referred.

Please respond to the following questions:

USA PATRIOT Act

l. Section 215 of the Act amended 50 U.S.C. § 1861 to allow the FBI Director or his designee  who must hold the
rank of Assistant Special Agent in Charge or higher! to apply for an order from the Foreign Intelligence
Surveillance Court for �the production of tangible things  including books, records, papers, documents, and other
items! for an investigation to protect against international terrorism or clandestine intelligence activities . . .
Such an investigation may only be conducted under guidelines approved by the Attomey General under Executive
Order 12333  or a successor order!. 50 U.S.C. § l86l a!�! A!.

A. - What guidelines has the Attorney General approved under Executive Order 12333 or a successor order for
the conduct of such investigations?

B. Before such an order can be sought, do the guidelines require that the FBI have already established

http://www.h0use.gov/judiciary/patriot0401O3.htm 6/8/03
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probable cause that a person under investigation is an agent of a foreign power? What is the Department�s de�nition of
�probable cause� and how has it changed since September ll, 2001?

C. Please produce all guidelines approved under Executive Order 12333 or a successor order for the conduct
of such investigations.

2. Such investigations also may not be conducted of a United States person solely on the basis of activities protected
by the First Amendment to the Constitution of the United States. 50 U.S.C. § 186l a!�! B!. Other authorities
under the Foreign Intelligence Surveillance Act  �FISA�! are also subject to the limitation that an investigation of
a United States person in which those authorities are used may not be conducted solely on the basis of activities
protested by the First Amendment to the U.S. Constitution. See, e.g., 50 U.S.C. § 1842  regarding pen register and
trap and trace orders under FISA!.

A. In seeking such orders, does the govemment make an explicit certi�cation that an investigation of a United
States person is not being conducted solely on the basis of activities protected by the First Amendment to
the Constitution of the United States?

B. In issuing such orders, does the court make an express �nding that an investigation of a United States
person is not being conducted solely on the basis of activities protected by the First Amendment to the
Constitution of the United States?

3. The Department has increased the use of �national security letters� that require businesses to turn over electronic
records about �nances, telephone calls, e-mail and other personal infonnation. _

A. Please identify the speci�c authority relied on for issuing these letters.

B. Has any litigation resulted from the issuance of these letters  i.e. challenging the propriety of legality of
their use!? If so, please describe.

4. Has any administrative disciplinary proceeding or civil action been initiated under section 223 of the Act for any
unauthorized disclosure of certain intercepts? If so, please describe each case, the nature of the allegations, and the
current status of each case.

5. In the Administration�s 2004 Budget Request, DOJ is requesting $22 million to establish an automated cross-case
analytical system to facilitate sharing case speci�c information through the agencies that belong to the Organized
Crime Drug Enforcement Task Force Program. These include law enforcement agencies in DOJ, the Department
of Homeland Security, andthe Department of Treasury. Is this system also intended to facilitate implementation of
the authority to share criminal investigative information with intelligence of�cials under Section 203 of the Act?
Will it be used for that purpose?

6. What has been the role of the Department in establishing standards or procedures regarding implementation of the
authorities provided in Section 358  Bank Secrecy Provisions and Activities of United States Intelligence
Agencies to Fight International Terrorism!? Please provide any written guidance regarding the requirements of
that section that the Department has either issued or approved.

7. What are the dollar amounts that have been paid under the reward authorities provided in Section 501 of the Act or
the terrorism related awards under the newly enacted 28 U.S.C. § 53O C! b! l! J!? How many non-U.S. citizens
have received rewards under these authorities?

8. The Administration�s Of�ce of Justice Programs 2004 Budget request includes a $12 million increase for Regional
Information Sharing System  RIS S! improvements. The request refers to Section 701 of the USA PATRIOT Act

http://vvww.house.gov/judiciary/patriot040103.htm 6/8/03
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and states that the requested increase will be used to expand RISS�s accessibility to state and local public safety agencies
to share terrorism alerts and related information. Please provide the Committee with a description of the
management oversight process by which DO] will ensure that the proposed expenditures will accomplish
improvements in the U.S. information infrastructure and the speci�c improvements that are envisioned. Please
provide copies of any guidance issued to state and local agencies with respect to the fl.1l�th61&#39; dissemination of such
materials.

9. Under section 213 of the USA PATRIOT Act, a court may order a delay in any notice of the execution of a search
warrant if �the court �nds reasonable cause to believe that providing immediate noti�cation of the execution of the
warrant may have an adverse result,� which is de�ned as �! endangering the life or physical safety of an
individual; �! �ight from prosecution; destruction or tampering with evidence; �! intimidation of potential
witnesses; or �! otherwise seriously jeopardizing an investigation or unduly delaying trial. Please respond to the
following questions regarding the use of this authority:

A. How many times has the Department of Justice sought an order delaying notice of the execution of a
- warrant tmder this section?

B. How many times has a court ordered the delay in such noti�cation?

10. That same section allows the notice to be delayed when the warrant prohibits the seizure of among other things,
any tangible property, unless �the court �nds reasonable necessity for the seizure.� l8 U.S.C. § 3103a  b!�!.

A. Since the enactment of that section, how many times has the govermnent asked a court to �nd reasonable
necessity for a seizure in connection with delayed noti�cation under this section?

B. On what grounds has the government argued that seizure was reasonably necessary under a warrant for
which the government also asked for delayed noti�cation?

C. How often has a court found �reasonable necessity for the seizure� in comiection with a warrant for which
it also permitted delayed noti�cation?

D. How often has a court rejected the govermnent�s argument that a seizure was reasonably necessary in
connection with a warrant for which the government sought delayed noti�cation?

E. On what grounds have the courts found that the seizures were reasonably necessary in connection with
warrants for which delays in noti�cation were granted?

F. What grounds have the courts rejected as establishing reasonable necessity for a seizure in connection with
a warrant for which the government sought delayed noti�cation?

ll. That same section allows a court to order delayed notice when �the warrant provides for the giving of such notice
within a reasonable period of its execution, which may be extended for by the court for good cause show.� 18
U.S.C. § 3l03a b!�!.

A. What are the shortest and longest periods of time for which the government has requested initial delayed
notice?

http://www.house.gov/judiciary/patriotO4OlO3.htm 6/ 8/O3
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B. On what grounds has the government argued that the period of delayed noti�cation was reasonable?

C. How often has the government sought an extension of the period of delayed notice?

D. On what grounds has the government asked for an extension of the period of delayed notice?

E. How often has a court rejected the government�s request for delayed noti�cation on the ground that the
period for giving delayed notice was unreasonable?

F. On what grounds have the courts rejected the govemment�s position that the period for giving delayed
notice was reasonable?

G. How often has a court rejected the govemment�s request for an extension of the period of delayed
noti�cation?

H. On what grounds have the courts rejected the govemment�s argument that an extension of the period for
delayed notice was reasonable?

12. On January 21, 2003, the Wall Street Journal published an article entitled �New Powers Fuel Legal Assault on
Suspected Terrorists.� That article claims that the Department of Justice is using information that was �previously
largely unavailable� and that had been obtained from F ISA surveillance to support criminal prosecutions.
According to the article, this information is now available to prosecutors as a result of the FISA Review Court�s
decision regarding the meaning of the Act�s amendment to FISA pennitting the government to obtain a
surveillance order when �a signi�cant purpose,�  rather than �the purpose�! of the surveillance is to collect foreign
intelligence.

A. Prior to the FISA Review Court�s decision, as long as surveillance was properly ordered for �the purpose�
of collecting foreign intelligence, was there any legal impediment to prosecution of a crime using evidence
obtained under FISA?

B. Please identify all cases brought since the FISA Review Court�s decision that use information that was
previously unavailable under F ISA procedures.

C. Please explain why such information was unavailable and why it became available following the FISA
Review Court�s decision.

13. The F ISA Review Court�s decision permits enhanced coordination between law enforcement and intelligence
of�cials.

A. What FISA-related training is currently being planned or conducted?

B. What topics will it address?

C. Who will give the training?

D. Who will receive the training?

E. Is the training going to be coordinated with the Intelligence Community in general and/or the Director of
Central Intelligence?
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14. How many emergency FISA surveillance orders did the-Department of Justice process between FISA�s enactment
and September 11, 2001? How many has it processed since September 1 1, 2001? Has the change from 24 to 72
hours in 50 U.S.C. 1805 f! and 1824 e! facilitated the use of FISA emergency searches and surveillance, and if so,
how?

15. Since enactment of the USA Patriot Act, what procedures have been implemented to improve the ef�ciency of i
processing FISA applications?

16. In testimony presented to the Senate Judiciary on March 4, 2003, FBI Director Robert Mueller stated that:

The FBI�s efforts to identify and dismantle terrorist networks have yielded major successes
over the past 18 months. We have charged over 200 suspected terrorists with crimes - half
of whom have been convicted to date. The rest are awaiting trial. Moreover, our efforts have
damaged terrorist networks and disrupted terrorist plots across the country. In the past
month alone, the FBI has arrested 36 international and 14 domestic suspected terrorists.

A. What authorities under the USA PATRIOT Act were used in identifying and dismantling terror networks
and were relied upon to prevent terrorist plots?

B. In your judgment, how many of those investigations would have been much more difficult or impossible
without the authorities available under the Act?

17. The Act supplemented the government�s authority to freeze and forfeit assets of suspected terrorists and terrorist
organizations. Please provide the Committee with information related to the freezing or con�scation of such assets
since the enactment of the Act.

A. Please identify all suspected terrorists or terrorist organizations whose assets the federal government has
frozen or forfeited?

B. Please identify the speci�c authority, whether or not under the Act, that the federal government has
asserted in freezing or forfeiting the assets of suspected terrorists or terrorist organizations.

C. Have any seizures or forfeitures been challenged in court?

D. What have been the results of any such challenges?

E. Has any court, pursuant to section 316 of the Act  codi�ed at 18 U.S.C. § 983 note!, admitted evidence that
would otherwise be inadmissible in a forfeiture proceeding? If so, on what circumstances justi�ed
admitting such evidence in such cases?

18. Section 402 authorizes appropriations to triple the number of INS Border Patrol Agents and Inspectors in each
state along the Northem Border, and also authorizes appropriations to provide necessary personnel and facilities to
support such personnel.

A. How many additional Inspectors has the INS hired at the Ports of Entry along the Northern Border?

B. How many of those hires are working as Inspectors along the Northern Border at this time�?

http://www.house.gov/judiciary/patriotO40103.htm 6/8/03
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C. By how many Inspectors has the total staf�ng at the ports along the Northem Border increased since
September ll, 2001?

What technology improvements have been completed and what additional teclmology improvements are planned
for FY2003 expenditures to improve Northern Border security?

Subtitle B of Title IV of the USA PATRIOT Act gives the Attomey General additional authority to detain certain
suspected alien terrorists, and improves systems for tracking aliens entering and leaving the United States and for
inspecting aliens seeking to enter the United States. Section 411 amends the Immigration and Nationality Act
 INA! to broaden the scope of aliens ineligible for admission or deportable due to terrorist activities, and de�nes
the terms �terrorist organization� and �engage in terrorist activity.�

A. Has the INS relied upon the de�nitions in section 411 of the Act to �le any new charges against aliens in
removal proceedings? If so, how many times has it used each provision?

B. In your July 26, 2002 response, you stated that one alien had been denied admission under these new
provisions. Have any aliens been denied admission under these grounds since that response?

C. What effect have the amendments to the INA in section 4ll of the Act had on ongoing investigations in the
United States?

D. Section 2l2 a!�! F! of the INA, as amended by section 41 1 of the Act, renders inadmissible any alien who
the Attomey General determines has been associated with a terrorist organization and intends while in the
United States to engage solely, principally, or incidentally in activities endangering the United States. Has
the Attomey General made such a detennination with respect to any alien thus far?

E. Have there been any challenges to the constitutionality of the charges added to the INA by section 4ll of
the Act? If so, please identify the case s! and the status of the proceedings.

Section 412 of the Act provides for mandatory detention until removal from the United States  regardless of relief
from removal! of an alien certi�ed by the Attorney General as a suspected terrorist or threat to national security. It
also requires release of such alien after seven days if removal proceedings have not commenced, or if the alien has
not been charged with a criminal offense. In addition, this section of the Act authorizes detention for additional
periods of up to six months of an alien not likely to be deported in the reasonably foreseeable future if release will
threaten our national security or the safety of the community or any person. It also limits judicial review to habeas
corpus proceedings in the U.S. Supreme Court, the U.S. Court of Appeals for the District of Columbia, or any
district court with jurisdiction to entertain a habeas corpus petition, and limits the venue of appeal of any �nal
order by a circuit or district judge under section 236A of the INA to the U.S. Court of Appeals for the District of
Columbia.

A. At the time of your July 26, 2002 response, you had not used the authority in Section 412. Have you used
the authority since that response? If so, please state:

i. How many of the aliens for whom certi�cations have been issued have been removed?

ii. How many aliens for whom the Attorney General issued certi�cations are still detained? At what
stage of the criminal or immigration proceedings are each of those cases?

iii. How many of the aliens who were certi�ed have been granted relief? How many of those aliens are
still detained?
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iv. Have any challenges to certi�cations under section 236A a!�! of the INA been brought in habeas
corpus proceedings in accordance with section 236A b!? If so, please identify the case s! and the
status of each proceeding.

v. Has the Attomey General released any aliens detained under section 236A because the alien was
not charged with a criminal offense or placed into removal proceedings within seven days?

vi. How many non-certi�ed aliens have received relief from removal and remain detained longer than 6
months since such relief was ordered?

22. On September 20, 2001, the INS issued an interim rule amending the period of time that an alien may be detained
while the agency assesses whether to issue a Notice to Appear  NTA!, placing the alien in immigration
proceedings. Prior to amendment, the INS was required to issue an NTA within 24 hours of the alien�s arrest. As
amended, the INS has 48 hours after an alien is arrested to decide whether to issue an NTA, �except in the event of
an emergency or other extraordinary circumstance in which case a detennination will be made within an additional
reasonable period of time.�

A. What is the authority for the INS to detain an alien for longer than 48 hours without �ling charges?

B. How many aliens have been detained for more than 48 hours without being charged under the authority in
this regulation?

C. What is the longest period that an alien has been detained without being charged under the authority in this
" regulation?

D. Have any challenges to this regulation been brought in judicial proceedings? If so, please identify the case
 s! and the status of each proceeding.

23. Since September 11, 2001 , the government has required that certain non-citizens from certain Middle Eastem
countries register with the INS  or its successor agency!.

A. How many terrorists or suspected terrorists have been investigated and/or detained as a result of the
requirement that non-citizens register with the federal government?

B. What is the government�s policy regarding whether non-citizens are able to have counsel present during the
registration process, speci�cally dining the interview?

C. If counsel are not permitted at any point, what is the government�s authority for denying such right to
counsel?

24. Since September 11, 2001, how many individuals have been deported from the United States? To what countries
were those individuals deported? What was the racial and ethnic background of such individuals? For what reason
were these individuals deported?

Attorney General�s Investigative Guidelines

25. On May 14, 2002, the Department issued revised investigative guidelines that established procedures for the
initiation of investigations by the Federal Bureau of Investigation  �Bureau�!.
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Why were the guidelines for General Crimes and Qgnestig Security Investigations revised when the
apparent threat against the United States is a threat from foreign terrorist groups? Do these guidelines apply
only to investigations of U.S. citizens? Are U.S. citizens not subject to the foreign intelligence
investigative guidelines?

The new guidelines allow FBI agents to attend a public event, such as a political demonstration or a
religious service, and to use data mining services, provided doing so is for the purpose of preventing or
detecting terrorism. How will it be determined that the purpose of attending the event or using the service
is to prevent or detect terrorism? How does the amount of evidence establishing that predicate differ from
the amount of evidence that would be suf�cient to check out leads or open a preliminary inquiry? What
level of predication is required to permit FBI agents to attend public events or to use data mining services?

Since the issuance of these guidelines, how many religious sites  mosques, churches, temples, synagogues,
etc.! have federal authorities entered in an of�cial capacity without disclosing their identities? Please
provide the total number of such sites and a breakdown of how many were af�liated with each particular
type of site  mosque, church, temple, synagogue, etc.!.

When agents visit religious sites pursuant to AG guidelines, what investigative tools are they permitted to
use  i.e., wearing a wire, placing a listening device in the site!? If the information obtained from such visits
is found unrelated to any criminal or terrorist investigation, when is such infomiation destroyed and in
what manner? Have, and if so provide details, any terrorism-related investigations or prosecutions resulted
from such visits?

Since the issuance of these guidelines, how many public meetings, and what types of such meetings
 rallies, town halls!, have federal authorities entered in an of�cial capacity without disclosing their
identities?

When agents visit public meetings pursuant to FBI guidelines, what investigative tools are they permitted
to use  e.g., wearing a wire, placing a listening device in the meeting area!? If the information obtained
from such visits is found unrelated to any criminal or terrorist investigation, when is such information
destroyed and in what manner? Have, and if so provide details, any terrorism-related investigations of
prosecutions resulted from such visits?

Are FBI agents required to record in writing - before they use data mining techniques or attend a public
event under the guidelines -- how such activity is for the purpose of detecting or preventing terrorism?

The changes to the preliminary inquiry procedures extended the period that such an inquiry can remain
open and allowed extensions for up to a year without notice to FBI Headquarters. In considering this
change, did you �nd that your �eld agents had been reluctant to conduct preliminary inquiries because they
could not keep them open long enough without burdensome approval requirements? What other problems
did the 9O-day limit present to agents? What other problems did requiring approval from Headquarters to
continue a preliminary inquiry present to agents? How does Headquarters conduct important analysis of
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information generated by a preliminary inquiry if Headquarters is unaware of the inquiry for a year?

The Guidelines now permit a Special Agent in Charge to open a terrorism enterprise investigation without
obtaining approval from FBI Headquarters. Instead, Headquarters must only be noti�ed. What is contained
in the required notice? Does the notice provide enough of a description of the evidence to permit FBI
Headquarters to make an evaluation of the evidence and determine whether the investigation should
continue or is it simply a formal noti�cation that such an investigation has been opened and/or is
continuing? Will the information in the noti�cation be suf�cient to use it to coordinate that investigation
with others?

Who at the Bureau is responsible for making and approving the decision for a �eld agent to enter a public
place, and must such approval be in writing prior to entering the public place?

After a �eld agent visits a public place or event, are any notes or other records of what he or she observed
retained? If so, under what circumstances, for what reasons, and for how long are they retained? Under
what circumstances is information related to protected lst Amendment activity retained in FBI or DOJ
�les? Are any records retained if a preliminary inquiry is never opened?

VVho has access to any records and how does the FBI keep them secure?

Given the transfer of a substantial number of agents into terrorism investigations, what training did those
agents receive on the use of the Guidelines?

With the FBI�s authority to �data mine� under the Guidelines, many fear that the FBI will have too much
information and that the Bureau does not currently have the tools necessary to make good use of
intelligence or to keep vast amounts of information secure. What has been done and is being done to
improve the Bureau�s ability to interpret all of this new data? What security measures have been
implemented to prevent unauthorized access to such data?

Since the Guidelines permit the use of �publicly available� information, what efforts are going to be made
to verify the accuracy of the data retrieved? Will agents be required to attempt to independently verify
retrieved information for accuracy?

What type of supervision will be required when agents use data mining? Will �eld agents be able to initiate
data mining on their own or will they be required to obtain approval from a supervisor?

What data mining services has the FBI used? How long will data obtained through data mining be retained
and how will it be indexed?

In its May 2002 Report on Financial Privacy, Law Enforcement, and Terrorism, the Prosperity Task Force
on Information Exchange and Financial Privacy outlined many problems with sharing too much
information with too many countries and without proper controls. How has the FBI protected against the
wide distribution of information to too many countries without proper controls?

Since Syria, Cuba, Libya, Iran, Iraq, China, and others are members of Interpol and share in the
international information exchange system, what procedures prevent �these countries from receiving
information on terrorist suspects who may be supported by participating countries?

The Guidelines permit acceptance and retention of information �voluntarily provided by private entities.�
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What will the FBI do to ensure the accuracy of the information received from such sources? To what extent have such
�private entities� been third parties as opposed to the speci�c individuals to whom the information
pertained? How does the Department interpret �voluntarily�  e.g., does it mean the information was
unsolicited, was provided pursuant to a government request, or was provided pursuant to a government
subpoena?!?

S. Where and how is information obtained through data mining stored? Is access to data obtained through data
mining limited to those involved in a particular investigation? How is erroneous information corrected or
purged, if at all? Has the Department issued written policies to provide guidance in this area? Does it plan
to issue such policies?

Has, and from what companies, the Department purchased information or entered into contracts with data
mining companies? To what extent and how will persons listed in such information be able to correct
errors or inaccuracies?

T. Is retained infomiation reviewed at reasonable intervals to determine its continuing relevance to
antiterrorism efforts? If so, who is responsible for performing such reviews?

Miscellaneous Authorities

26. There have been numerous reports that the Department of Justice has detained individuals as material witnesses,
presumably pursuant to judicial orders under 18 U.S.C. § 3144, in connection with terrorism investigations. Please
provide the Committee with the following information with respect to each such detainee since September ll,
2001: �! the length of detention of each detainee; �! the number of such detainees who either sought review of or
�led an appeal from a detention order under 18 U.S.C. § 3145; and �! the results of such review or appeal.

A. Were these individuals given access to legal counsel? If not, why not?

B. What is the percentage breakdown for the detainees in terms of national origin, race, and ethnicity?

C. Please list the charges that the Department has brought against each such detainee.

D. Please provide the legal basis for detaining those individuals who have been cleared of any connection with
terrorism beyond the date of such clearance.

E. Please provide a list of all requests by the government to seal proceedings in comiection with any of the
detainees and copies of any orders issued pursuant thereto.

27. On October 31, 2001, the Department of Justice promulgated an interim rule, with provision for post promulgation
public comment, that requires the director of the Bureau of Prisons to monitor or review the communications
between certain irnnates and their lawyers for the purpose of deterring future acts that could result in death or
serious bodily injury to persons or substantial damage to property that would entail the risk of death or serious
bodily injury to persons. 66 Fed. Reg. 55062, 55066 �001!.

A. How many inmates have been subject to the interim rule?

B. The interim rule required prior written noti�cation to an inmate and any attomeys involved �[e]xcept in the
case of prior court authorization. 66 Fed. Reg. at S5066. Under this exception to the required noti�cation,
how many cases were there/are there where inmates and their attorneys were not noti�ed that their
communications were monitored?
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C. The interim rule prohibited disclosure of information prior to approval of disclosure by a federal judge,
except where the person in charge of the monitoring determines that acts of violence or terrorism are
imminent. How many times did the person in charge of the monitoring disclose information after approval
by a federal judge? After a determination that acts of violence or terrorism are imminent?

D. How many post-promulgation comments were received by the Department of Justice?

E. Is the Department of Justice considering any revisions to the interim rule?

28. The Department of Defense has detained two United States citizens in military prisons in the United States as
enemy combatants. These detentions have been challenged in court, where the Department of Justice has
represented the Department of Defense. Has the Department of Justice received any information regarding the
detention by the Department of Defense within the United States or abroad of any other United States citizens?
Does the Department of Justice have -any agreement, arrangement, or understanding, formal or infonnal, with the
Department of Defense regarding the detention of United States citizens as enemy combatants?

29. , FBI Director Robert Mueller amlounced the formation of ��ying squads� that would be prepared to be deployed
on short notice into terrorism investigations.

A. Have these ��ying squads� been fonned?

B. How many agents are assigned to a �ying squad?

C. What kind of training have the �ying squad agents received?

D. Have they been deployed into investigations?

E. If so, how many times?

F. Did they prove to be a useful addition to the investigation to which they were deployed?

30. Does the FBI use, as one of its terrorism investigative tools, aircraft to conduct surveillance of various persons or
locations? What type of information is sought using such surveillance?

31. Has the DOJ through any of its agencies fonnulated a policy position regarding criteria for establishing the
authenticity of foreign govermnent-issued identity cards since the passage of the USA PATRIOT Act? If so,
please produce a copy of that position.

32. Has the DOJ through any of its agencies, including especially the INS, prepared or issued a policy with regard to
security standards and acceptance of �Matricula Consulars� identity cards issued by foreign govemments to
persons who are residing in the United States but who may not be lawfully present in the United States.? If so, has
that policy been provided in writing to the Of�ce of Management and Budget, the Secretary of State, or the
Secretary of the Treasury? If such a policy has been prepared, please provide a copy to the Committee.

33. Regarding the F BI �s National Crime Infonnation Database, has the Department lifted a requirement that the FBI
ensure the accuracy and timeliness of information about criminals and crime victims before adding it to the
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database? Please provide a copy of any memoranda pertaining to the requirement that was li�ed.

34. Is the FBI is ordering its �eld of�ces to ascertain the number of mosques and Muslims in their areas? Is the
government seeking membership lists from mosques? If so, why? From how many mosques is the government
seeking such lists? How, if at all, has the agency reassigned its agents as a result? How many investigations of or
prosecutions for terrorism as a result of these activities?

35. Is the Department assisting in the implementation. of the Computer Assisted Passenger Prescreening System
 CAPPS I or II!, which would be used to screen airline passengers?

A. To what extent is the Department, or any of its components, providing infonriation about speci�c persons
for inclusion in CAPPS?

B. From what databases or other sources, including companies, does such information come from?

C. What checks are in place to ensure that the information is accurate and does not constitute inappropriate
pro�ling? I

D. In what manner are individuals afforded an opportunity to correct erroneous or inaccurate information?

36. �Operation Liberty Shield� involves stopping cars at airports, checking the identi�cation of truckers who transport
hazardous material on the highway, and monitoring Intemet and �nancial transactions.

A. Please identify the speci�c authority on which �Operation Liberty Shield� was created and implemented.

B. W&#39;hat level of predication is required before an agent may monitor the Internet and �nancial transactions?

C. What terrorism-related investigations and/or prosecutions have resulted from Operation Liberty Shield?

37. There have been three successive FBI sweeps since September ll, 2001, to monitor, question, arrest, detain, or
deport various immigrants. The �rst sweep focused on young Arab and Muslim males and occurred in the months
following September ll, 2001. The second sweep occurred in March 2002 and centered on thousands of
individuals of Middle Eastern and South Asian heritage. The third sweep occurred in March 2003 as part of
�Operation Liberty Shield.� Please provide information on each of these operations. _

A. VVhen were the plans for such operations �rst considered by the Department?

B. What guidance was provided to U.S. Attorney�s Of�ces and/or FBI of�ces with respect to questions that
should be asked of such immigrants?

C. What has been the outcome of each of these plans? Please provide details such as how many were
monitored, questioned, arrested, detained, or deported for each operation. Please provide details as to the
number and types of terrorism-related investigations and prosecutions that have resulted from these
sweeps.

D. Please identify the speci�c authority relied on to create and implement these plans, including the
monitoring, questioning, arrests, detentions, and deportations.

38. In August 2002, a Justice Department rule went into effect giving authority to state and local police to enforce
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immigration laws.

A. Which state and local governments are� using this new authority and to what extent?

B. How many immigration violations were found as a result of state and local law enforcement participation
under this new authority? &#39;

C. Have any persons or groups affected by this new authority  e. g. immigrants, civil rights organizations!
submitted any formal complaints to the Department  including the Inspector General! regarding this
authority. If so, please provide details. .

Please forward your responses to these questions to the Committee at the address on this letter not later than Tuesday,
May 13, 2003. Please contact Committee �Chief of Staff and General Counsel Phil Kiko at 202-225-3951 or Minority
Counsel Sampak Garg at 202-225-6906 if you have any questions about this request.

Sincerely,

F. JAMES SENSENBRENNER, JR. JOHN CONYERS, JR.

Chainnan _ Ranking Member

FJS/pgk
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provisions in the USA Patriot Act.

Details: This communication is directed to FBI Technically Trained Agents  TTAs! and is
intended to inform them about certain provisions in the recently-enacted antiterrorism USA
Patriot Act  "Patriot Act" or "Act"!  H.R. 3162!, Public Law 107-56. The Patriot Act is a lengthy
piece of legislation containing ten titles and numerous sections dealing with a broad array of
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Prior analyses regarding the Act have been provided and/or made available by the
FBI Office of the General Counsel&#39;s National Security Law Unit  NSLU! regarding F ISA
amendments and changes regarding the use of National Security Letters! and by the Department
of Justice&#39;s Computer Crimes and Intellectual Property Section  CCIPS!,  regarding certain
amendments to Title III; the Electronic Communications Privacy Act of 1986  ECPA!; Rule 41,



To: Laboratory From: Laboratory
Re: 66-HQ-19490, 1/18/2002

&#39; &#39; lPr r Fed. R. Crim. P1; and to the substantive criminal/law DOJ.

For those interested, review of the foregoing analyses is recommen<% since
t ey a or greater elaboration upon many of the more important provisions in the Patriot Act.

The material set forth in the instant communicati &#39;
brief synopsis of certain relevant provisions of the Act for TTAs.

Notwithstanding the Act&#39;s organization of the material, for ease of discussion, the
information set forth is grouped topically with reference to investigative, legal, and/or technical
categories familiar to TTAs. In some cases, the material included draws substantially  and o�en
verbatim! from analysis previously made available by the CCIPS, especially with regard to
Sections 216 and 217 of the Act. 1 &#39;

At the end of this EC, in topic area 9, in-depth guidance is provided to TTAs
regarding the new "reporting" requirements under Section 216 with respect to a law enforcement
agency&#39;s installation and use of a pen register/trap and trace using its own device on a packet-
switched data network of a provider of electronic communication service to the public,

The topic areas drawn from in the Act and dealt with in this communication are:

1. Foreign Intelligence Surveillance Act  FISA!
Roving Authority
Greater Duration of FISA Electronic Surveillance
Change in FISA Pen Register/T rap Trace Showing &#39;
Greater Disclosure of FISA Electronic Surveillance Authorized
Change in Certification for Issuance of National Security Letters; Reduction in Approval Level
Computer Trespass Exception to FISA
Immunity for Compliance with a FISA Wiretap

2. Title HI

Changes in Disclosure of Title III Interception Information
Obtaining Voice Mail/Stored Voice Communications Via a Search Warrant Rather than Title III
Harmonization of Procedures for Obtaining Communications, etc. with Respect to the Cable Act
Computer Trespass Exception to Title III

3. Stored _Wire and Electronic Communications and Transactional Record Access

Information Available Pursuant to Subpoena
Nationwide Search Warrants for Stored Electronic Communications under 18 U.S. C. 2703
Emergency Disclosures by Communications Providers _

4. Pen Register and Trap and Trace

Using Pen/T rap Orders to Acquire Communications Traffic Information on Computer Networks
Nationwide E�ect of Pen/T rap Orders
Reports for Installation and Use of Law Enforcement P /T Den rap evices on Computer Networks
No Imposition of Additional Technical Obligations on Service Providers or Others

2
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5. Rule 41 Search Warrants

Single-Jurisdiction Search Warrants for Terrorism
Authority for Delaying Notice of the Execution of a Warrant

" 6. Civil Liability and Administrative Discipline for Certain Unauthorized Disclosures

7. Review of the Department of Justice

8. Congressional Support for Technology Centers; Task Forces: Role of Secret Service

Development and Support of Cybersecurity Forensic Capabilities
Expansion of the National Electronic Crime Force Initiative
Extension of Secret Service Jurisdiction

9. Section 216 Pen Register/Trap Trace Reporting Requirement

* * *

1. Foreign Intelligence Surveillance Act  FISA!

Roving Authority b2
Section 206 of the Act amends FISA to aiford "roving" electronic surveillance b7E

authority and service provider assistance under certain circumstances. The change 1S intended to
be of assistance in coping with situations which arise when a FISA subiect may bel I

[The change brought about by this section indicates
t at a generic assistance order may be issued to address such situations. This approach is
authorized when the FISA Court �nds that the actions of the FISA subject may have the effect of
thwarting the identi�cation of such person/service provider. Although somewhat different, the
concept here of roving interception technical "assistance" has some analogy to the assistance
provision in Title III at 18 U.S.C. 2518�1! b! and �2!. This provision will sunset December 31,
2005.

Greater Duration of FISA Electronic Surveillance

Under Section 207 of the Act, the duration of a FISA electronic surveillance order
is extended for non-U.S. persons who are agents of a foreign power  e. g., an officer or employee
of foreign powers or a member of international terrorist organizations!. Initial FISA electronic
sun/eillance orders for such persons are now authorized for 120 days rather than the current 90
days,_ and eirtensions are now authorized for one year rather than the current 90� days. This
provision will sunset December 31, 2005.

Change in FISA Pen Register/T rap Trace Showing

3
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Section 214 of the Act simpli�es the legal showing required to obtain a FISA pen
register/trap trace order and expands the authority with respect to those subject to coverage.
Now FISA pen register/trap trace orders can be obtained based upon a certi�cation that the
information likely to be obtained is foreign intelligence information not concerning a U.S. person
or is relevant to an ongoing investigation to protect against international terrorism or clandestine
intelligence activities, provided that such investigation of a U.S. person is not conducted solely on
the basis of activities protected by the lst Amendment. A key aspect of the change is that the
investigative effort need not be limited to a FISA subject per se or to the communication service
used by such subject. Rather, under Section 214, the focus shi�s to the likely relevance of the
targeted communications to the types of investigations noted above. Thus, pen registers/trap
traces with respect to persons in contact with a subject of such investigation can be authorized.
This provision will sunset December 31, 2005.

Greater Disclosure of FISA Electronic Surveillance Authorized

Section 504 amends FISA, easing FISA electronic surveillance disclosure
constraints, so as to permit those Federal officers conducting FISA electronic surveillance to
acquire foreign intelligence information to consult with Federal law enforcement officers to
coordinate efforts to investigate or protect against actual or potential attack or other grave hostile
acts of a foreign power or an agent of a foreign power; sabotage or international terrorism of a
foreign power or an agent of a foreign power; or clandestine intelligence activities by an
intelligence service or network of a foreign power or by an agent of a foreign power. This
change, along with others in the Act, removes barriers that heretofore had impeded appropriate
sharing of such information with others with a clear need to know in the Government. Section
504, in concert with Section 218, also makes a change with respect to FISA&#39;s former requirement
that foreign intelligence be "the" purpose  primary purpose! of the FISA surveillance. Now, the
requirement is that foreign intelligence be a "signi�cant purpose."

Change in Certification for Issuance of National Security Letters; Reduction in Approval Level

Section 505 of the Act changes the nature of the certi�cation required for the
issuance of National Security Letters  N SL5! under 18 U.S.C. 2709 b! and reduces the FBI
approval level required for issuing such NSLs. NSLs are commonly used to obtain telephone toll
and transactional records and subscriber information. Formerly, the issuance of NSLs was limited
to investigations with respect to foreign counterintelligence. Now the nature of the certi�cation
required for issuing NSLs is that the information sought is relevant to an authorized investigation
to protect against international terrorism or clandestine intelligence activities, provided that such
investigation of a U.S. person is not conducted solely on the basis of activities protected by the
lst Amendment. An authorized investigation means an investigation authorized under the
Attorney General Guidelines for FCI investigations.
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Formerly, under 18 U.S.C. 2709, the Director of the FBI was authorized to
delegate the issuance of NSLs to a level "not lower than Deputy Assistant Director"  meaning,
effectively, to the Assistant Director/Deputy Assistant Director in the NSD and CTD at FBII-IQ,
and to the Assistant Director-in-Charge level in New York, Los Angeles, and WFO!. The Act
now permits the Director to also delegate such authority to speci�cally designated Special
Agents-in-Charge in various FBI �eld of�ces.

Computer Trespass Exception to FISA &#39;

Section 1003 exempts from the requirement of obtaining a FISA court order the
act of governmental interception of a computer trespasser�s  e. g., "hacker�s"! unlawful
communications transmitted to, through, or from a protected computer, when the interception is
pursuant to valid computer owner consent, as now speci�ed under 18 U.S.C. 2511�! i!. This
provision applies where a hacker or similar person accesses the "protected computer"  as that
term is de�ned in18 U.S.C. 1030! of another in certain situations without authorization and thus
without a reasonable expectation of privacy. The section mirrors a comparable amendment made
to Title III in Section 217 of the Act.  See Section 217 below for greater explanation.!

Immunity for Compliance with a FISA Wiretap _

Section 225 of the Act amends FISA to specify that no cause of action shall lie in
any court against a provider of wire or electronic communication service, landlord, custodian, or
other person that furnishes any information, facilities, or technical assistance in accordance with a
court order or request for emergency assistance under FISA. This provision mirrors a similar
provision in Title III under 18 U.S.C. 2511 a! ii!, and is intended to remove any reticence that
service providers and others might have in affording necessary FISA assistance to the
Government owing to fears about potential civil causes of action being �led against them. This
provision will sunset December 31, 2005.

2. Title III

Changes in Disclosure of Title III Interception Information

Section 203 b! of the Act amends Title III&#39;s disclosure provisions under 18
U.S.C.§ 2517. This section now permits an investigative or law enforcement of�cer or attorney
for the Government who has lawfully intercepted communications or obtained evidence derived
therefrom to disclose such contents to any other Federal law enforcement, intelligence, protective
immigration, national defense, or national security official to the extent that such contents include
foreign intelligence or counterintelligence  as de�ned in Section 3 of the National Security Act of
1947 �0 U.S.C. 401a!! or foreign intelligence information  as de�ned in subsection �9! of
section 2510 of Title 18! to assist the official who receives that information in the performance of
his official duties. Any Federal official receiving information pursuant to this provision may use
the information only as necessary in the conduct of that person&#39;s of�cial duties, subject to
limitations on the unauthorized disclosure of such information. Under Section 203, the Attorney
General is required to establish procedures for disclosure of such information that identi�es a
United States person, as de�ned in section 101 of FISA �0 U.S.C. 1801!. Section 203 a! makes
similar changes with respect to disclosure of grand jury information protected under Rule 6 e!,
Fed. R. Crim. P. This provision will sunset on December 31, 2005.

Obtaining Voice Mail/Stored Voice Communications via a Search Warrant Rather than Title HI

5
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Section 209 of the Act amends 18 U.S.C. §§ 2510 and 2703 to specify that stored
wire communications are to be treated under the same rules applicable to stored electronic
communications. Such stored wire communications can now be obtained from an electronic
communications service provider using procedures set out in section 2703  such as a search
warrant!, rather than arguably having to resort to a Title III court order. The Section 209
amendment does not apply to stored voice messages in the possession of an end-user person, such
as those stored on an answering machine in a subject&#39;s home. Such non-service provider stored
wire communications also remain outside the reach of Title III. This provision enacted in Section
209 will sunset on December 31, 2005. &#39;

Harmonization of Procedures for Obtaining Subscriber Communications, Records, and
Information with Respect to the Cable Act

Section 211 amends the Communications Act of 1934 and the Cable
Communications Policy Act of 1984  "Cable Act�!�7 U.S.C. § 551! to remove an apparent
statutory con�ict between provisions in the Cable Act and those set forth under Title III and the
ECPA with respect to law enforcement obtaining a cable subscriber&#39;s communications, records,
and information pertaining to such subscriber&#39;s telecommunications and/or Internet services. Prior
to the Act&#39;s amendment, the Cable Act contained unworkable  and arguably unintended!
provisions regarding law enforcement&#39;s obtaining a cable subscriber&#39;s communications, records,
and information from the cable company as to telecommunications and/or Internet services
offered by the cable company. Procedures under the Cable Act had most clearly been intended to
protect subscriber privacy and information concerning cable video programming viewed by the
subscriber. Section 211 makes it clear that, when a cable company offers services comparable to
those offered by a telephone company or an ISP, the existing statutory provisions in Title III and
the ECPA exclusively apply with respect to law enforcement&#39;s obtaining subscriber
communications, records, and information in the cable company&#39;s control.

Computer Trespass Exception to Title III

Section 217 exempts from the requirement of obtaining a Title III court order the
act of governmental interception of a computer trespasser&#39;s  e.g., "hacker&#39;s"! communications
transmitted to, through, or from a protected computer, when the interception is pursuant to valid
computer owner consent, as now speci�ed under 18 U.S.C. 2511�! i!. This provision applies
where a hacker or similar person accesses the "protected computer"  as that term is de�ned in 18
U.S.C. 1030! of another in certain situations without authorization and thus without a reasonable
expectation of privacy. Because network service providers o�en lack the expertise, equipment, or
�nancial resources required to monitor computer attacks themselves, in the past they commonly
have had no effective way to exercise their rights to protect themselves from unauthorized
attackers. Although the wiretap statute allows computer owners to monitor the activity on their
machines to protect their rights and property, until Section 217 of the Act was enacted it was
unclear whether computer owners could obtain the assistance of law enforcement in conducting
such monitoring. This lack of clarity prevented law enforcement from assisting victims in taking
natural and reasonable steps in their own defense that would be entirely legal in the physical
world.

To correct this problem, the amendments in Section 217 of the Act allow victims
of computer attacks to authorize persons �acting under color of law� to monitor trespassers on
their computer systems. Before monitoring can occur, however, four requirements must be met
under revised Section 2511�!. First, the owner or operator of the protected computer must

6
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authorize the interception of the trespasser�s communications on the protected computer.
Second, the person acting under color of law who intercepts the communication must be lawfully
engaged in an investigation applicable to such violation. Both criminal and intelligence
investigations qualify, but the authority to intercept ceases at the conclusion of the investigation.
Third, the person acting under color of law must have reasonable grounds to believe that the
contents of the computer trespasser�s communication to be intercepted will be relevant to the
investigation. Fourth, the interception must be such that it does not acquire communications
other than those transmitted to or from the computer trespasser. Thus, this section would only
apply where the interception was effected such as to prevent the interception of communications
of non-consenting users who are authorized to use the computer. The de�nition of computer
trespasser explicitly excludes any person �known by the owner or operator of the protected
computer to have an existing contractual relationship with the owner or operator for access to all
or part of the computer.� 18 U.S.C. § 2510�1!. This provision will sunset December 31, 2005.

3. Stored Wire and Electronic Communications and Transactional Record Access

Information Available Pursuant to Subpoena

Section 210 of the Act amends title II of the ECPA, at 18 U.S.C. 2703 c!, by
updating and expanding the list and types of subscriber information and records law enforcement
may obtain with a subpoena. Revised subsection 2703 c!�! now includes �records of [Internet
service] session times and durations,� as well as �any temporarily assigned network address.� In
the Internet context, such records include the Internet Protocol  IP! address assigned by the
service provider to the customer for a particular session, as well as the remote IP address from
which a customer connects to the service provider. Obtaining such records will make the process
of identifying computer criminals and tracing their Internet communications faster and easier. In
addition, the amendment speci�es that a subpoena may be used to obtain the �means and source
of payment� that a customer uses to pay for service with a service provider, �including any credit
card or bank account number.� Such information will prove particularly valuable in identifying
the users of Internet services where a service provider does not verify its users� biographical
information. The amendment adds to the subscriber information and records currently available
pursuant to service of a subpoena  subscriber name, address, local and long distance telephone
toll billing records, telephone number or other subscriber number or identity, length of service,
and types of services utilized!.

Nationwide Search Warrants for Stored Electronic Communications under 18 U.S. C. 2 703

Section 220 ofthe Act amends 18 U.S.C. 2703 and 2711 so as to permit
investigators to obtain and use search warrants authorized under section 2703 a! to acquire stored
electronic communications  and, under Section 209 of the Act, stored wire communications! and
records located outside of the district in which the court is located. This important change in the
court&#39;s jurisdictional reach, giving search warrants authorized by the court unde_r section 2703 a!
national reach, puts search warrants on a comparable footing with the nationwide reach of federal
grand juiy subpoenas and court orders authorized under section 2703 d!. This change enables
courts with jurisdiction over investigations to authorize directly the search and seizure of stored
wire and electronic communications and records located outside of the district in which the court
is located; and it eliminates the necessity of having to obtain the additional involvement of agents,
prosecutors, and judges in outside judicial districts, especially those in districts where major ISPs
are located. This provision will sunset December 31, 2005.

7



To: Laboratory From: Laboratory
Re; 66-HQ-19490, 1/18/2002

Emergency Disclosures by Communications Providers

Section 212 of the Act amends 18 U.S.C. 2702 b!�! to permit, but not require, a
service provider to disclose to law enforcement either content or non-content customer records in
emergencies involving an immediate risk of death or serious physical injury to any person. This
voluntary disclosure does not create any affirmative obligation on the service provider to review
customer communications in search of such imminent dangers.

Section 212 of the Act also amends the ECPA by allowing service providers to
disclose information to protect their rights and property. It accomplishes this change by two
related sets of amendments. First, amendments to 18 U.S.C. 2702 and 2703 simplify statutory
treatment of voluntary disclosures by service providers by moving all such provisions to 2702.
Thus, section 2702 now regulates all permissive disclosures  of content and non-content records
alike!, while section 2703 covers only compulsory disclosures by service providers. Second, an
amendment to new subsection 2702 c!�! clari�es that sen/ice providers do have the statutory
authority to disclose non-content records to protect their rights and property. Prior to the Act,
2703 did not expressly permit a provider to voluntarily disclose non-content records  such as a
subscriber�s login records! to law enforcement for purposes of self~protection even though they
could disclose the content of communications for this reason. These changes will sunset
December 31, 2005.

4. Pen Register and Trap and Trace

Section 216 of the Act updates the pen register/trap trace  "pen/trap"! statute in
three important ways: �! the amendments clarify that law enforcement may use pen/trap orders to
acquire non-content communications traffic information transmitted over the Internet and other b2
computer networks; �! pen/trap orders issued by federal courts now have nationwide effect; and
�! law enforcement authorities must �le a special re oit with the court whenever they use a NE
pen/trap order to install their own pen/trap device] |on a packet-switched
data network of a provider of electronic communication service to the public.

Using Pen/T rap Orders to Acquire Communications Traffic Information on Computer Networks

Section 216 ofthe Act amends 18 U.S.C. 3121, 3123, 3124, and 3127 to clarify
that the pen/trap statute applies to a variety of communications technologies. References to the
target �line,� for example, are revised to encompass a �line or other facility.� Such a facility
might include, for example, a cellular telephone number/service; a speci�c cellular telephone
identi�ed by its electronic serial number  ESN!; an Internet user account or e-mail address; or an
Internet Protocol address, port number, or similar computer network address or range of
addresses. In addition, because the law now clearly takes into account a wide variety of facilities,
amendments to section 3 l23 b! l! C! allow applicants for pen/trap orders to submit a description
odfthefcommunications traffic information to be acquired based upon any of these or other
1 enti iers. &#39;

Moreover, the amendments clarify that pursuant to orders for the in ll i n n b2
use of pen/trap devices law enforcement may obtain any non-content information b7E| |- utilized in the processing and transmi::ing oi
wire and electronic communications._|

_ I l e trap or ers
cannot, however, authorize the interception o�he content of a communication,� l
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example! non-content addressing  "to" and "from" or just "to"! information over
or through what t e of service " &#39; b etc.! ports, and whatever else theagency  las a record of what had been done
technically in the "settings" or "� ters. n addition, when any changes to the
settings, etc. are made, the record must include what the changes were  of course,
along with the date/time and the name of the person s! involved!.

b5

I As to subsection  iv!, the record must identify:

The information which has been collected by the device. This information would
the original  intelligible! evidentiary CD product that wasobtaine e.g., the depiction of the "to" " " &#39; &#39; C" &#39; " " &#39; " 1,5

Ilport number. "anv data acquired, etc. . I
Section 216 requires that "[t]o the extent that the pen register or trap and trace

device can be set automatically to record this information electronically, the record shall be
maintained electronically throughout the installation and use of such device." In short, if the law
enforcement device can be con�gured electronically to automatically record the information noted
above it must be done.

Once recorded, and maintained, the information must  shall! be provided  a! _q>_g
parte and  b! under seal to the court, c! within 30 days a�er the termination of the
order  including any extension thereof!. - -. F - - &#39; - - . &#39; should be
the responsibility of the case agent,  b5
submit the recorded information to � e * I * an mg t e

" ,. I , " VI I . . I &#39; ll i _ lIL&#39; " I   �i &#39;

"A A sample reporting format  below! is attached to aid in the reporting requirement
as to subsections  i!- iii!. Obviously, as to subsection  iv!, the information collected by the pen
register or trap and trace device must be recorded  typically on a CD! and submitted to the court
along with the foregoing information.
LEAD s!:

Set Lead 1:

ALL RECEIVING OFFICES

None, For information only.

b6

.. b7C
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Title: TECHNICALLY TRAINED AGENT  TTA! PROGRAM;
"USA PATRIOT ACT"

Synopsis: This communication advises FBI Technically Trained Agents  TTAs! about relevant
provisions in the USA Patriot Act.

Details: This communication is directed to FBI Technically Trained Agents  TTAs! and is
intended to inform them about certain provisions in the recently-enacted antiterrorism USA
Patriot Act  "Patriot Act" or "Act"!  H.R. 3162!, Public Law 107-56. The Patriot Act is a lengthy
piece of legislation containing ten titles and numerous sections dealing with a broad array of
antiterrorism provisions. Since many sections of the Act are not thought to be of interest to FBI
TTAs, the information in this communication has been selected based on its perceived interest and
value to TTAs. Full text of the Act can be obtained at WWW.access.gpo.gov/nara/indexjitmi,~
Then go to "Catalogue of Public Law, 107th Congress, Public Law-107-O56." &#39;

Prior analyses regarding the Act have been provided and/or made available by the
FBI Office of the General Counsel&#39;s National Security Law Unit  regarding FISA amendments
and changes regarding the use of National Security Letters! and by the Department of Justice&#39;s �
Computer Crimes and Intellectual Property Section  CCIPS!,  regarding certain amendments to
Title III; the Electronic Communications Privacy Act of 1986  ECPA!; Rule 41, Federal Rules of
Criminal Procedure  Fed. R. Crim. P.!; and to the substantive criminal law!. For those interested,
review of the foregoing analyses is recommended since they afford greater elaboration upon many
of the more important provisions in the Patriot Act.

The material set forth in the instant communication is offered only to present a
brief synopsis of certain relevant provisions of the Act for TTAs. Notwithstanding the Act&#39;s
organization of the material, for ease of discussion, the information set forth is grouped topically
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with reference to investigative, legal, and/or technical categories familiar to TTAs. In some cases,
the material included draws substantially  and o�en verbatim! from analysis previously made
available by the CCIPS, especially with regard to Sections 216 and 217 of the Act.

At the end of this EC, in topic area 9, in-depth guidance is provided to TTAs
regarding the new "reporting" requirements under Section 216_with respect to a law enforcement
agency&#39;s installation and use of a pen register/trap and trace using its own device on a packet-
switched data network of a provider of electronic communication service to the public.

The topic areas drawn from in the Act and dealt with in this communication are:

1. Foreign Intelligence Surveillance Act_ FISA!
Roving Authority
Greater Duration of FISA Electronic Surveillance
Change in FISA Pen Register/T rap Trace Showing
Greater Disclosure of FISA Electronic Surveillance Authorized
Change in Certification for Issuance of National Security Letters; Reduction in Approval Level
Computer Trespass Exception to FISA
Immunity for Compliance with a FISA Wiretap

2. Title III

Changes in Disclosure of Title III Interception Information
Obtaining Voice Mail/Stored Voice Communications Via a Search Warrant Rather than Title III
Harmonization of Procedures for Obtaining Communications, etc. with Respect to the" Cable Act
Computer Trespass Exception to Title III

3. Stored Wire and Electronic Communications and Transactional Record Access

Information Available Pursuant to Subpoena
Nationwide Search Warrants for Stored Electronic Communications under 18 U.S. C. 2703
Emergency Disclosures by Communications Providers

4. Pen Register and Trap and Trace

Using Pen/Trap Orders to Acquire Communications Traffic Information on Computer Networks
Nationwide E�ect of Pen/T rap Orders
Reports for Installation and Use of Law Enforcement Pen/T rap Devices on Computer Networks
No Imposition of Additional Technical Obligations on Service Providers or Others

5. Rule 41 Search Warrants

Single-Jurisdiction Search Warrants for Terrorism
Authority for Delaying Notice of the Execution of a Warrant

6. Civil Liability and Administrative Discipline for Certain Unauthorized Disclosures

7. Review of the Department of Justice _

8. Congressional Support for Technology Centers; Task Forces: Role of Secret Service

Development and Support of Cybersecurity Forensic Capabilities &#39;

2
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Expansion of the National Electronic Crime Force Initiative
Extension of Secret Service Jurisdiction

9. Section 216 Pen Register/T rap Trace Reporting Requirement

>l< * *

1. Foreign Intelligence Surveillance Act  FISA!

Roving Authority _

Section 206 of the Act amends FISA to afford "roving" electronic surveillance
authority and service provider assistance under certain circumstances. The chang is intended to
be of assistance in coping with situations which arise when a FISA subject mav bei I

|I&#39;he change brought about by this section indicates
that a generic assistance order may be issued to address such situations. This approach is
authorized when the FISA Court �nds that the actions of the FISA subject may have the effect of
thwarting the identi�cation of such person/service provider. Although somewhat different, the
concept here of roving interception technical "assistance" has some analogy to the assistance

92;govision in Title III at 18 U.S.C. 2518�1! b! and �2!. This provision will sunset December 31,
2005. ,

Greater Duration of FISA Electronic Surveillance _

Under Section 207 of the Act, the duration of a FISA electronic surveillance order
ts extended for non-U.S. persons who are agents of a foreign power  e.g., an o�icer or employee
jfforeign powers or a member of international terrorist organizations!. Initial FISA electronic
vrveillance orders for such persons are now authorized for 120 days rather than the current 90

s, and extensions are now authorized for one year rather than the current 90 days. This
ovision will sunset December 31, 2005. This provision will sunset December 31, 2005.

hange in FISA Pen Register/T rap Trace Showing

Section 214 of the Act simpli�es the legal showing required to obtain a FISA pen
register/trap trace order and expands the authority with respect to those subject to coverage.
Now FISA pen register/trap trace orders can be obtained based upon a certi�cation that the
information likely to be obtained is foreign intelligence information not concerning a U.S. person
or is relevant to an ongoing investigation to protect against international terrorism or clandestine
intelligence activities, provided that such investigation of a U.S. person is not conducted solely on
the basis of activities protected by the lst Amendment. A key aspect of the change is that the
investigative effort need not be limited to a FISA subject per se or to the communication service
used by such subject. Rather, under Section 214, the focus shifts to the likely relevance of the
targeted communications to the types of investigations noted above. Thus, pen registers/trap
traces with respect to persons in contact with a subject of such investigation can be authorized.
This provision will sunset December 31, 2005.
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term is de�ned in18 U.S.C. 1030! of another in certain situations without authorization and thus
without a reasonable expectation of privacy. The section mirrors a comparable amendment made
to Title III in Section 217 of the Act.  See Section 217 below for greater explanation.!

Immunity for Compliance with a FISA Wiretap

Section 225 of the Act amends FISA to specify that no cause of action shall lie in
any court against a provider of wire or electronic communication service, landlord, custodian, or
other person that furnishes any information, facilities, or technical assistance in accordance with a
court order or request for emergency assistance under FISA. This provision mirrors a similar
provision in Title III under 18 U.S.C. 251~1 a! ii!, and is intended to remove any reticence that
service providers and others might have in affording necessary FISA assistance to the
Government owing to fears about potential civil causes of action being �led against them. This
provision will sunset December 31, 2005.

2. Title III

Changes in Disclosure of Title III Interception Information

Section 203  b! of the Act amends Title III&#39;s disclosure provisions under 18
U.S.C.§ 2517. This section now permits an investigative or law enforcement officer or attorney
for the Government who has law�illy intercepted communications or obtained evidence derived
therefrom to disclose such contents to any other Federal law enforcement, intelligence, protective,
immigration, national defense, or national security official to the extent that such contents include
foreign intelligence or counterintelligence  as de�ned in Section 3 of the National Security Act of
1947 �0 U.S.C. 401a!! or foreign intelligence information  as de�ned in subsection �9! of
section 2510 of Title 18! to assist the official who receives that information in the performance of
his official duties. Any Federal official receiving information pursuant to this provision may use
the information only as necessary in the conduct of that person&#39;s official duties, subject to
limitations on the unauthorized disclosure of such information. Under Section 203, the Attorney
General is required to establish procedures for disclosure of such information that identi�es a
United States person, as de�ned in section 101 of FISA �0 U.S.C. 1801!. Section 203 a! makes
similar changes with respect to disclosure of grand jury information protected under Rule 6 e!,
Fed. R. Crim. P. This provision will sunset on December 31, 2005.

Obtaining Voice Mail/Stored Voice Communications via a Search Warrant Rather than Title I/1

&#39; Section 209 of the Act amends 18 U.S.C. §§ 2510 and 2703 to specify that stored
wire communications are to be treated under the same rules applicable to stored electronic
communications. Such stored wire communications can now be obtained from an electronic
communications service provider using procedures set out in section 27 03  such as a search
warrant!, rather than arguably having to resort to a Title III court order. The Section 209
amendment does not apply to stored voice messages in the possession of an end-user person, such
as those stored on an answering machine in a subject&#39;s home. Such non-service provider stored
wire communications also remain outside the reach of Title III. &#39; This provision enacted in Section
209 will sunset on December 31, 2005.

Harmonization of Procedures for Obtaining Subscriber Communications, Records, and
Information with Respect to the Cable Act

5
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Section 211 amends the Communications Act of 1934 and the Cable
Communications Policy Act of 1984  "Cable Act"!�7 U.S.C. § 551! to remove an apparent
statutory con�ict between provisions in the Cable Act and those set forth under Title III and the
ECPA with respect to law enforcement obtaining a cable subscriber&#39;s communications, records,
and information pertaining to such subscriber&#39;s telecommunications and/or Internet services. Prior
to the Act&#39;s amendment, the Cable Act contained unworkable  and arguably unintended!
provisions regarding law enforcement&#39;s obtaining a cable subscriber&#39;s communications, records,
and information from the cable company as to telecommunications and/or Internet services
offered by the cable company. Procedures under the Cable Act had most clearly been intended to
protect subscriber privacy and information concerning cable video programming viewed by the
subscriber. Section 211 makes it clear that, when a cable company offers services comparable to
those offered by a telephone company or an ISP, the existing statutory provisions in Title III and
the ECPA exclusively apply with respect to law enforcement&#39;s obtaining subscriber
communications, records, and information in the cable company&#39;s control.

Computer Trespass Exception to Title Ill

Section 217 exempts from the requirement of obtaining a Title III court order the
act of governmental interception of a computer trespasser&#39;s  e.g., �hacker&#39;s"! communications
transmitted to, through, or from a protected computer, when the interception is pursuant to valid
computer owner consent, as now speci�ed under 18 U.S.C. 2511�! i!. This provision applies
where a hacker or similar person accesses the "protected computer�  as that term is de�ned in 18
U.S.C. 1030! of another in certain situations without authorization and thus without a reasonable
expectation of privacy. Because network service providers often lack the expertise, equipment, or
�nancial resources required to monitor computer attacks themselves, in the past they commonly
have had no effective way to exercise their rights to protect themselves from unauthorized
attackers. Although the wiretap statute allows computer owners to monitor the activity on their
machines to protect their rights and property, until Section 217 of the Act was enacted it was
unclear whether computer owners could obtain the assistance of law enforcement in conducting
such monitoring. This lack of clarity prevented law enforcement from assisting victims in taking
natural and reasonable steps in their own defense that would be entirely legal in the physical
world.

To correct this problem, the amendments in Section 217 of the Act allow victims
of computer attacks to authorize persons �acting under color of law� to monitor trespassers on
their computer systems. Before monitoring can occur, however, four requirements must be met
under revised Section 2511�!. First, the owner or operator of the protected computer must
authorize the interception of the trespasser�s communications on the protected computer.
Second, the person acting under color of law who intercepts the communication must be lawfully
engaged in an investigation applicable to such violation. Both criminal and intelligence
investigations qualify, but the authority to intercept ceases at the conclusion of the investigation.
Third,� the person acting under color of law must have reasonable grounds to believe that the
contents of the computer trespasser&#39;s communication to be intercepted will be relevant to the
investigation. Fourth, the interception must be such that it does not acquire communications
other than those transmitted to or from the computer trespasser. Thus, this section would only
apply where the interception was e�ected such as to prevent the interception of communications
of non-consenting users who are authorized to use the computer. The de�nition of computer
trespasser explicitly excludes any person �known by the owner or operator of the protected
computer to have an existing contractual relationship with the owner or operator for access to all
or part of the computer.� 18 U.S.C. §_2510�1!. This provision will sunset December 31, 2005.
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3. Stored Wire and Electronic Communications and Transactional Record Access

Information Available Pursuant to Subpoena

Section 210 of the Act amends title II of the ECPA, at 18 U.S.C. 2703 c!, by
updating and expanding the list and types of subscriber information and records law enforcement
may obtain with a subpoena. Revised subsection 2703  c!�! now includes �records of [Internet
service] session times and durations,� as well as �any temporarily assigned network address.� In
the Internet context, such records include the Internet Protocol  IP! address assigned by the
service provider to the customer for a particular session, as well as the remote IP address from
which a customer connects to the service provider. Obtaining such records will make the process
of identifying computer criminals and tracing their Internet communications faster and easier. In
addition, the amendment speci�es that a subpoena may be used to obtain the �means and source
of payment� that a customer uses to pay for service with a service provider, �including any credit
card or bank account number.� Such information will prove particularly valuable in identifying
the users of Internet services where a service provider does not verify its users� biographical
information. The amendment adds to the subscriber information and records currently available
pursuant to service of a subpoena - subscriber name, address, local and long distance telephone
toll billing records, telephone number or other subscriber number or identity, length of service,
and types of services utilized!.

Nationwide Search Warrants for Stored Electronic Communications under 18 U.S. C. 2703

Section 220 of the Act amends 18 U.S.C. 2703 and 2711 so as to permit
investigators to obtain and use search warrants authorized under section 2703 a! to acquire stored
electronic communications  and, under Section 209 of the Act, stored wire communications! and
records located outside of the district in which the court is located. This important change in the
court&#39;s jurisdictional reach, giving search warrants authorized by the court under section 2703 a!
national reach, puts search warrants on a comparable footing with the nationwide reach of federal
grand jury subpoenas and court orders authorized under section 2703 d!. This change enables
courts with jurisdiction over investigations to authorize directly the search and seizure of stored
wire and electronic communications and records located outside of the district in which the court
is located; and it eliminates the necessity of having to obtain the additional involvement of agents,
prosecutors, and judges in outsidejudicial districts, especially those in districts where major ISPs
are located. This provision will sunset December 31, 2005.

Emergency Disclosures by Communications Providers

Section 212 of the Act amends 18 U.S.C. 2702 b!�! to permit, but not require, a
service provider to disclose to law enforcement either content or non-content customer records in
emergencies involving an immediate risk of death or serious physical injury to any person. This
voluntary disclosure does not create any affirmative obligation on the service provider to review
customer communications in search of such imminent dangers.

Section 212 of the Act also amends the ECPA by allowing service providers to
disclose information to protect their rights and property. It accomplishes this change by two
related sets of amendments. First, amendments to 18 U.S.C. 2702 and 2703 simplify statutory
treatment of voluntary disclosures by service providers by moving all such provisions to 2702.
Thus, section 2702 now regulates all permissive disclosures  of content and non-content records
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alike!, while section 2703 covers only compulsory disclosures by service providers. Second, an
amendment to new subsection 2702 c!�! clari�es that sen/ice providers do have the statutory
authority to disclose non-content records to protect their rights and property. Prior to the Act,
2703 did not expressly permit a provider to voluntarily disclose non-content records  such as a
subscriber�s login records! to law enforcement for purposes of self-protection even though they
could disclose the content of communications for this reason. These changes will sunset
December 31, 2005.

4. Pen Register and Trap and Trace

Section 216 of the Act updates the pen register/trap trace  "pen/trap"! statute in
three important ways: �! the amendments clarify that law enforcement may use pen/trap orders to
acquire non-content communications traffic information transmitted over the Internet and other
computer networks; �! pen/trap orders issued by federal courts now have nationwide effect; and
�! law enforcement authorities must �le a special &#39; enever they use apen/trap order to install their own pen/trap device I ion a packet-switched
data network of a provider of electronic communication service to the public.

Using Pen/T rap Orders to Acquire Communications T ra�ic Information on Computer Networks

Section 216 ofthe Act amends 18 U.S.C. 3121, 3123, 3124, and 3127 to clarify
that the pen/trap statute applies to a variety of communications technologies. References to the
target �line,� for example, are revised to encompass a �line or other facility.� I I

n addition because the law now clearly takes into account a wide variety offacilities,
amen ments to section 3123 b!�! C! allow applicants for pen/trap orders to submit a description
of the communications traffic information to be acquired based upon any of these or other
identifiers.

Moreover, the amendments clarify that pursuant to orders for the installation anduse of pen/trap devices law enforcement mav obtain any non-content information :![_|
I |� utilized in the processing and transmitting o

| e

|;|Section 216 makes two other related changes. First, in recognition of the fact that

I cannot, however, authorize the lI1t6I�C6_ptiQl1 of the content of a communication,
Agents and prosecutors with questions a out w et er

a particular type oi information con ould contact the Office of Enforcement
Operations in the telephone context Computer Crime and Intellectual
Property Section in the computer context

Further, because a pen/trap devic

pe trap functions are commonly performed today by so�ware instead of physical mechanisms,
the amended statute allows the pen/trap device to be �attached or applied� to the target facility.
Likewise, Section 216 revises the de�nitions of �pen register� and �trap and trace device� in
section 3127 to include an intangible �process�  such as a so�ware routine! which collects the
same information as a physical device.
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